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BOX SERVICE AGREEMENT

(v05242018JPN)
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This Box Service Agreement is entered into by and between,
Box.com (UK) Ltd, a company registered in England and
Wales (company number 08097316) (“Box”) and the
customer identified in the corresponding Order referencing
this Agreement (“Customer”). Box and Customer are

sometimes referred to herein individually as a “Party” and

together as the “Parties.”
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This Agreement is effective and Customer agrees to be
bound by its terms upon execution by Customer of the
initial Order for the Box Service (“Agreement Effective

Date”).
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For good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the Parties

agree as follows:
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Section 1 Definitions
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Capitalized terms not otherwise defined elsewhere in this

Agreement shall have the following meaning:
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“Account(s)” means the number of User account(s)
specified in the applicable Order and created by a User for
itself or on behalf of Customer (including accounts created
by or for its Administrators, Managed Users, or External

Users) within the Box Service.
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“Administrator(s)” means a person designated by
Customer to have an Account with the authority to utilize
the Administrative Console(s) to create and manage

Accounts associated with Customer.
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“Administrative Console” means the functionality within
the Box Service that allows Customer to manage User
access, security and other administrative functionality for
Accounts and where Customer shall receive updates or

notifications for their Accounts and the Box Service.
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“Agreement” means this Box Service Agreement together

with all Orders and Exhibits which are entered into between
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Box and Customer.
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“API” means the application-programming interface used
by Customer to access certain functionality as provided by

Box.
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“Box Reseller” means an entity that has entered into an
agreement with Box that, among other things, authorizes
the entity to resell the Box Service and, if applicable, provide

certain services.
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“Box Service” means the cloud-based content collaboration

software-as-a-service application provided by Box

(including any Box Software) and subscribed to under an

Order.
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“Box Software” means optional software provided by Box
for installation on a User’s device or accessed by Users from
the Customer’s or User’s software, hardware or other
device(s) and that allows a User to use certain functionality

in connection with features of the Box Service.
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“Content” means the electronic documents uploaded by

Users into Customer’s Box Service account.
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“Customer Domain” means any and all internet domains
registered, owned or controlled by Customer and which is
associated with an email address used by one or more Users

to register an Account.
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“External User(s)” means a person who is permitted to
access, store, retrieve or manage Content with a Managed
User, and whose account was registered using an email

address that is not associated with a Customer Domain.
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“Malware” means viruses, worms, time bombs, Trojan
horses and other malicious code, files, scripts, agents or

programs.
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“Managed User(s)” means a person who is permitted to
access, store, retrieve or manage Content, and is associated

with a Customer Domain.
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“Order” means the separate executed document(s)
under which Customer subscribes to the Box Service,
products or services pursuant to this Agreement and has
been agreed to in writing by the Parties or as agreed to

between Customer and Box Reseller.
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“Service Level Commitments” means the service level

commitments set forth in Exhibit A.
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“Subscription Period” means the duration of Customer’s
subscription to the Box Service commencing on the service
start date of the Order and continuing for the period up to
the service renewal date or end date as specified in the

applicable Order.
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“Support Services” has the meaning set forth in Exhibit A.
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“Term” has the meaning set forth in Section 11.1.
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“User(s)” means, collectively, any Administrator, Managed

User or External User.
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“User Guide” means Box’s then current published
documentation specifying the functionality of the Box
Service that is made generally available by Box to its

customers or its users.
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2.1(A) Box Service Subscriptions. Subject to the terms and
conditions of this Agreement Box shall: (a) make the Box
Service available to Customer during the applicable
Subscription Period; (b) allow Administrator(s) to access
and use the Administrative Console to create and
administer Accounts registered to Customer; and (c) allow
Users to store, retrieve, collaborate and share Content

through the Box Service in accordance with the

subscription plan and quantity of Users purchased under
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the applicable Order. Customer is required to purchase
an Account for each User in accordance with the applicable

Box Service plan purchased.

2.1(B) API Access. Subject to the terms and conditions of this
Agreement, Customer shall have a non-exclusive right during
the applicable Subscription Period to incorporate the API

into any application used by or on behalf of Customer for the

sole purpose of accessing the Box Service or accessing

certain functionality of the Box Service, provided that such

access is limited to the amount of API calls purchased by

Customer in the applicable Order.
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2.2 Acceptable Use of the Box Service. Customer’s
use of the Box Service shall conform with the allocations and
amounts and the features and functionality of the Box
Service plan subscribed to in the applicable Order (and as
set forth in the product feature matrix). Customer agrees
that it shall not transfer, rent, resell, charge or otherwise
commercialize any use of the Box Service. Customer
agrees that it is solely responsible for Users and Content.
Customer agrees not to use or permit the use of the Box
Service: (a) to communicate any message or material that is
defamatory, harassing, libelous, threatening, or obscene;
(b) in a way that violates or infringes upon the intellectual
property rights or the privacy or publicity rights of any
person or entity; (c) in any manner that may be unlawful or
give rise to civil or criminal liability; (d) in any manner that
is likely to damage, disable, overburden (exceeding the fair
use policy), impair the Box Service or interfere in any way
with the use or enjoyment of the Box Service by others; (e)

to introduce any Malware or other malicious activity in User

Account(s); or (f) in violation of any applicable export law
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or regulation.
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may suspend a User’s Account or remove or disable any
Content which Box reasonably and in good faith believes is
in violation of this Agreement or any applicable laws or
regulations. For the avoidance of doubt, Box's right to
suspend a User’s Account or remove or disable Content is
on a User-basis and does not extend to Customer’s entire
User base. Box agrees to provide Customer with
reasonable notice of any such suspension or disablement
before its implementation unless immediate suspension or
disablement is necessary to comply with legal process,
regulation, order or prevent imminent harm to the Box
Service or any third party, in which case Box will notify
Customer to the extent allowed by applicable law of such

suspension or disablement, as soon as reasonably

practicable thereafter.
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Section 3. Non-Box Applications and Services.
Box may make available to Customer or Users optional
third-party applications, services or products, which are
licensed by their provider to Customer or Users, for use in
connection with the Box Service (“Third-party Products”).
Customer acknowledges that if it Customer chooses to
utilize Third Party Products, Box will give effect to
Customer’s instruction as needed and as it relates to
Customer use of such Third Party Products. Customer’s
use of any Third-party Products and any exchange of any
information between Customer and third-party provider is
solely between Customer and the applicable third-party
provider. Box makes no warranties of any kind and

assumes no liability whatsoever for Customer’s or User’s

use of such Third-party Products.
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Section 4. Content Security; Data Privacy wak aAVvFUVEFRF2 YT 4 F—FTFFAN
\.‘/\——
4.1  Security. During the Term of this Agreement, Box | 4.1 TtF2UT 4 AF FHBLK A HTH

will implement and maintain commercially reasonable
administrative, physical and technical safeguards and
measures to protect against unauthorized access to
Content. Such security program will conform to the Box
Security Exhibit attached hereto as Exhibit B, and is further
described in Box’s most recent Service Organization Control
1 (SOC1) and Service Organization Control 2 (SOC2) Type Il
audit reports (or substantially similar industry-standard
reports) (collectively referred to as “Audit Reports”).  Box
will maintain the Audit Reports during the Term and will

provide a copy to Customer once per year upon Customer’s
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written request. During the Term, Box will not materially WCEDRODICED, 1FIC1E, ZOELEARBEEIC

diminish the protections provided by the controls set forth | #2flt =2 & D &35, AR F. Box %, ffEEB

in Exhibit B and the then-current Audit Reports. BIOZEOL X EXICB T ARG OBERRE EICTHE
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4.2  Content Storage Location. The Box Service is 4.2 KER 2 T Y ODRFSET Box

provided from the United States and Content is stored in
the United States. Notwithstanding the foregoing,
Customer understands that nothing herein prohibits: (a)
Users from accessing the Box Service, including Content,
outside of the United States (subject to applicable law); and
(b) processing information outside of the United States by
Box. Box has certain products and features that enable
storage or processing of Content outside of the United
States and those products or features shall be subject to

separate terms and conditions as may be agreed to
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between the Parties. F 5,
4.3 Data Protection and Onward Transfer of 4.3 T —FREB L OFEDOBDOT —F DRk
Data. In the course of providing the Box Service, Box may | Box ¥"—tE A DHMLICH 72V . Box IIABE 2T

Process (as defined below) personal data that is in Content
(“Customer Personal Data”) on behalf of Customer and, in
such event, Customer instructs Box to Process Customer
Personal Data: (a) to provide the Box Service (in accordance
with the features and functionality of the Box Service); (b)

to enable User initiated actions on the Box Service; (c) as set
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forth in the Agreement or applicable Order; and (d) as
further documented by a mutually agreed upon written
instruction given by Customer and accepted by Box. The
Parties agree to comply with the applicable Data Protection
Legislation (as defined below) for onward transfer of
personal data. Box will maintain, during the Subscription
Period, a legally recognized method for onward transfer of
Customer Personal Data such as Binding Corporate Rules for
Processors, or other substantially similar mechanism as may
be required by applicable law. “Process” means any
operation or set of operations performed upon the
Customer Personal Data, whether or not by automatic
means, including collection, recording, organization, use,
transfer, disclosure, storage, manipulation, combination
and deletion of Customer Personal Data. “Personal Data”
means any information relating to an identified or
identifiable individual. “Data Protection Legislation”
means the laws and regulations of European Union, the
European Economic Area and/or their member states,
Switzerland and/or United Kingdom applicable to the
Processing of Customer Personal Data under this
Agreement the General Data Protection Regulation

2016/679.
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Section 5. Customer Responsibilities

5k ABEOEH

5.1 Establishment of Accounts. Customer will
promptly appoint an Administrator for the Administrative
Console and such Administrator shall be responsible for:
(a) configuring the settings of the Box Service (b) managing
any Customer devices and systems (c) assigning and
managing of User Accounts and (d) enforcing and
managing User access controls and permissions in
accordance with Customer’s own policies and applicable
law and regulations. Customer will ensure that Managed
Users do not share their password with any other person

or permit any other person to log on as such Managed

5.1 TAU Y MR AEKT EHa Y —
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I%. (@) Box F—ERXDKIE (b) T3 AB LV F
TAXV AT LAOEE () 2—W—T v FOEYE
FOEB (d) AEEE O KO S HIESIC
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User.
5.2  Content. Customer will: (a) be solely responsible | 5.2 AEE AT Y KERIX, (a) RE%K =
for the nature, quality and accuracy of the Content; T Y OME, BB L OEMEICOWTHMTE
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(b) ensure that the Content complies with the terms of this
Agreement and all applicable laws and regulations;

(c) promptly handle and resolve any notices and claims
relating to the Content (e.g. take-down notices pursuant to
the Digital Millennium Copyright Act); and (d) ensure that it
has the rights to the Content in order to grant Box the rights
contemplated by this Agreement. Notwithstanding
anything to the contrary, Box has no liability to Customer or
any third party for any reason as a result of: (i) any
unauthorized disclosure or access to a User’s Account or
Content as a result of Customer’s or a User’s misuse of the
Box Service or loss or theft of any User password or
username, except to the extent resulting from Box’s
negligence or willful misconduct; (ii) any deletion,
destruction, damage or loss of Content caused by or at the
direction of Customer or a User; or (iii) any failure of
Customer to maintain adequate security or virus controls in

any devices used to access the Box Service.

EE2EV, (b) RNEE 2T Y BRAFABROE L,
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5.3 Notification of Unauthorized Use. Customer will
promptly notify Box in writing of any unauthorized use of
any Account, Content or the Box Service that comes to
Customer’s attention. In the event of any such
unauthorized use by a third party that obtained access to
the Box Service directly or indirectly through Customer or
any User, Customer will take all steps within Customer’s
control as reasonably necessary to terminate such
unauthorized use and will provide Box with such
cooperation and assistance related to any such

unauthorized use as Box may reasonably request.
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Section 6. Support and Service Level

Commitments. Exhibit A to this Agreement sets forth the
Support Services and the Service Level Commitments for

the Box Service during the Term.
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Section 7. Warranty and Disclaimer
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7.1 Box Service Warranty. Box warrants that during
the Subscription Period, the Box Service will perform
substantially in accordance with the functions specified in
the User Guide when used in a manner that conforms to the
terms and conditions of this Agreement and the User Guide.
Subject to the notice and cure provisions of Section 11.3
(Termination for Cause), Customer’s sole and exclusive
remedy and Box’s entire liability for a breach of this
warranty shall be for Box to use commercially reasonable
efforts to modify the Box Service to substantially achieve in
all respects the functionality described in the User Guide. If
Box is unable to restore such functionality, Customer shall
be entitled to terminate the applicable Order and receive a
pro-rated refund of the fees pre-paid by Customer for the
corresponding unused portion of the Subscription Period.

The warranties set forth herein are made to and for the

benefit of Customer only.

7.1 Box #— B RIZEHT HIREE AFIHEKIF &
Wa—H—HA ROFHEITHEEGT HHER T Box h—E
2 &EFMAT 256, MABIET, Box —E 22—
P—T A FIZED SN TV DEEREICEEINCHE > THE
7922 &%, Box IIfRFET D, & 113 1H (IEX472BE
HIC & 2 3RIMREER) ICRWTED HEd - RIEHEE
A S LT, YERIEIOEN L7254, Box IX. Box
= AN =P =T A RIS T DHHEREE T
RTORTEENAZ D K 912 Box —E A E{EIE
TARLPEE LGB N LIS bDO LT D13, T
EARBEICE 2 B HME— DO PR e B L O
Box WE 9 £HL LT 5, Box DNYEKIEAE LTS
minolo byt ABEIL, YT 2R EELMERL .

MO, AREEDEHAN L72OBHE D 5 B AR E O I A
MUY T 20D RLEZTDHIENTE S, AF)
BT D IRAEE, ABRICH L TOR, £

7o, KBREOHREZIREL L TREND DD TH S,

7.2 Mutual Warranties. Each Party represents and
warrants to the other that: (a) this Agreement has been
duly authorized, executed and delivered and constitutes a
valid and binding agreement enforceable against such Party
in accordance with its terms; (b) no authorization or
approval from any third party is required in connection with
such Party’s execution, delivery or performance of this
Agreement; and (c) the execution, delivery and
performance of this Agreement does not violate the terms
or conditions of any other agreement to which it is a party

or by which it is otherwise bound.

7.2 FE DORFE FEEFIL, HTH
LTUTDZ & aRKHB L OMRIET D,
mﬁﬂ%ﬁﬁiﬁﬁ_ﬁm\ﬁﬁﬁiwﬁﬁénf
B, ZOREIHE > THEY FHF T LIRHIEIT T
%6@@?%%ﬁ@%6£%%ﬁ&#5:&\

(b) %Y FFIC K D AT ABK OFERE, 2T FE 721
JBATIZBIE L TR 255 =F 76 OFF# £ 72130k
BARETHDLZ L, RHLONT

(o) AFIRBLK DR, 2B K OVEITIZ, BN Y
FETHLMORIOEM, £7213. ZOMBECZH
R DMDIRKIORMITHAE L 22T &y

Z%f

7.3 Customer Warranties. Customer represents and
warrants to Box that: (a) Customer or its licensors own all
right, title and interest in and to the Content as necessary in
order to grant the rights to Box contemplated by this
Agreement; (b) the Content does not violate privacy or
publicity rights; and (c) the Content is not unlawful or

otherwise gives rise to civil or criminal liability.

7.3 ARBEIZ X BRFE AFE L, Box IZXF LT
LT Z & 2RAB L UIRIET 5,

(@) RERE-IZFDOT A v —1%, RFIFHELIC

Lo TERENTWDHER % Box 1211 595 72Dz
Bilp, KR T 2T 5T X CTOMER, R

BLOMHEREREL WD L&,
(b) KEZ T NI T TA R —EE 21T T
VT AERELRN L, RBHONZ
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(o) A% =7 VI TEE TR, ZOMRFEE
FITNEREELRESELBOTHRNWI &,

7.4 Disclaimer of Warranties. EXCEPT AS PROVIDED
IN THIS SECTION 7 AND 9.3, TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, NEITHER PARTY MAKES
ANY (AND EACH PARTY SPECIFICALLY DISCLAIMS ALL)
REPRESENTATIONS OR WARRANTIES OF ANY KIND,
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
INCLUDING, WITHOUT LIMITATION, ANY WARRANTY THAT
THE BOX SERVICE WILL BE UNINTERRUPTED, ERROR-FREE
OR FREE OF HARMFUL COMPONENTS, THAT THE CONTENT
WILL BE SECURE OR NOT OTHERWISE LOST OR DAMAGED,
OR ANY IMPLIED WARRANTY OF MERCHANTABILITY,
SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR
PURPOSE, OR NON-INFRINGEMENT, AND ANY WARRANTY
ARISING OUT OF ANY COURSE OF PERFORMANCE, COURSE
OF DEALING OR USAGE OF TRADE.  SOME JURISDICTIONS
DO NOT ALLOW THE EXCLUSION OF IMPLIED WARRANTIES.
IN SUCH AN EVENT, THE ABOVE EXCLUSION WILL NOT

APPLY SOLELY TO THE EXTENT PROHIBITED BY LAW.

7.4 RIED G AEITERBIUOE 3L
WCHET2HELRE, BABCIVHEENDIREKR
DHFHEIZBWT, WTFhoYEE S, TR, BR

B, B, TOMTHELEhrrbb T, Wb
OV HRIAETZIIMRIE (Box HH— B R IXH Hre
T =T, b LA ERAVFE—XV IR
RN EDRFE. ABEEFa VT UVIREETHY ., HER
H L FBRE LRV E ORFE. BmtE. FREOW L
2. BEOHH~OHEEEZ IIEROFRBEDORT
BIPRAE. 72 b ONCBATIRRE. B50RE E 72 1 XpEE A
DELDZVWPRBRIELZ SN, ThbIRES AR
W) bET, EYUEHFIITXTORAB L OMRIEELH
THICRRT D, BTRIREOHRBTFREINRNVE
HEORHFIb DD, TORE. U EORIEOHERIT.
BRCIVEEINAHEEATCOLERH IRV bDL
SRR

Section 8. Proprietary Rights

Hek  HERIHER|

8.1 Content Ownership by Customer. As between

Customer and Box, Customer or its licensors own all right,
title and interest in and to the Content. Customer hereby
grants Box the right to transmit, process, use and disclose
the Content solely to provide the Box Service to Customer

or any User or to comply with applicable law.

8.1 ABEDOABE 2 T R DETEHE
ARFE & Box & O T, AR E=I13Z
DTAXY—N, KEEIT VT 53T
DR, MR L OMERS 2 AT 5, ABKIL, Box 1T
L. Box ¥ —ERZAREE G L < IFa—H —(Tffk
T2 B EIEE L ST 2 HIIZIRY | KK
AT Y Eink, L B K OBRT MR A
595,

8.2 Ownership of Box Service by Box. As between
Box and Customer, Box or its licensors own and reserve all
right, title and interest in and to, including any
improvements or derivatives, the Box Service, the Box
marks and other items used to provide the Box Service,
other than the access rights expressly granted to Customer
in Section 2.1 (Access Grant). No title to or ownership of
any proprietary rights related to the Box Service is

transferred to Customer or any User pursuant to this

Agreement. All rights not expressly granted to Customer

8.2 Box D Box ¥— Y RIZxT HFETHAME Box &
AREEOM T, Box £7213Z2 DT A B H—03,

Box %h—E A, Box DIEFE, LU Box —EADHR
HEDT=DIERINDZDMOE D (WD DB
FIT RES & G Te) (kT 2T X TOHERI,
Meb s KL OMERE (5 2158 (77 7 B AMEDNT ) TAK
BHEICK L CHIRICH 5 &0 7 7 & ZAHEITER<)
AL, Thbz®RT 5, Box —EAIZHMRT D
A PERIRERNC X 2 W2 DHER E T2 3T A HE D . A
FIRABAINCHE > TRBR E T2 —F —ICB#IE L 72
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are reserved by Box. Box reserves the right, in its
reasonable discretion, to change or require Customer to
change its Box Service user ID and any custom or vanity
URLs, custom links, or vanity domains Customer may obtain
through the Box Service with notice to Customer. In the
event that Customer makes suggestions regarding any

features, functionality or performance that Box adopts for

any of its products including the Box Service (expressly

VY, RBE RIS B ST X TOMEF &
Box [T PRT 2, Boxid, £ DAEHMN L& TARBE
DA H > T, AREN Box h—E A% i@ U TH
B35, Box —ERIZEIT HABE DL —HF—ID,
HAZ I URL, /X=T A URL, DAL LY 7 6 L<
IN=T o AL VERERL, IO EETT
D &9 RBEIZERT DM AZRIRT 5, B OO
(Box —E 2 &ZEie) 12 Box BERH LT D4E

excluding Customer Confidential Information), such M HSREE IR T B IRE (RNEE DOEE

features, functionality and performance shall be deemed to | HIZEA/REGIZERIN T 2) DARBEN L HFE LS

be automatically assigned under this Agreement to Box, and| &, M4aZ4etE | HERER L OWEREIL. AR A IRAIC

shall become the sole and exclusive property of Box. 3% Box (ZH @JE"JK%YE ST & BT ZF, Box HHL
MTEATLIMELRDILD LT D,

Section 9. Training or Consulting Services ok fo—=vTEiZaryynsr o 79—
B

9.1  General Terms. Customer may wish to receive 9.1 BEH KEEIL, HAICEEINT1EE

certain services of a professional, educational, operational
or technical nature (collectively, “Consulting Services), as
further described in a mutually agreed upon Statement of
Work (“SOW”) or as otherwise outlined in the applicable
Order. Each SOW will include, at a minimum: (a) a
description of the Consulting Services and any Box Materials

(as defined below) to be provided to Customer; and (b) the

scope of the Consulting Services.

B (UL TsOW] &V 9) Ei3as+ s 5EE
IR ENTWD —EDT v T =y g h—E
A, BEYV—E A #EHY—E R E T — X
(ZNBERHLTUUT Tayyr o 7 —8
R EWD) ORMEZITLZEEHRLETHILNT
E D, 4 SOW (TITHAKMR, (a) ARFIIRHES <& =
VYNT 4 T —E AR LN Box T U T L
UUTFICESR) OMHBEIO (b) 2V T 47
P—ERAOFENTHEND DO ET D,

9.2 Box Materials. Box shall own all rights, title and
interest in and to the documentation, templates, training
materials, recordings and other items (collectively the “Box
Materials”) Box may provide to Customer as part of the
Consulting Services (including any intellectual property
rights therein, but excluding any Customer Confidential
Information and Customer logos and trademarks that may
be included in the Box Materials, collectively, “Customer
Property”). Box shall have the right to use any such
Customer Property solely for the purpose of providing the
Consulting Services to Customer as set forth in this

SOW. During the Term of the Agreement, Box hereby

provides Customer with a royalty free, limited, non-

exclusive, non-sublicensable, non-transferable and

9.2 Box~7 U7}V o YT 4P —FE
—ER & LT Box AR T 52 XEB LT
v Fl—bh, b—=uTER va—TFT 4T TA

Th, EOMT AT L (INHEHRFRLTELT [Box
T UTN | VD) ITRTHTRTOMER], HER
B L OMERRIE Box AT 5 I PEMEI L& o8,
Box ¥ 7 U 7V IZH TN TV D AE OMETE I
FORBREO e I, FEIEITEE RV, TNHERKL
TUT [RBEFRAW £\ o) . Z D SOW
i EsnegEcTa YT 4 Y — EX%K@
BT 5 LV 9 BIID 120 OB ICARBEFT A Y %
EHT 2HEMEHT 5, ZROHEP. Box 1L, ANBE
23 Box —E R EFF A SN CHIAT 5 2 L IcH
LT, ABEENNEESIERT 2 BRICRY .

Box I&
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terminable license to use such Box Materials solely for
Customer’s internal operations in connection with its
authorized use of the Box Service. For the avoidance of
doubt, Box shall own all intellectual property rights in the
proprietary tools, libraries, know-how, techniques and
expertise used by Box to develop the Box Materials.

Nothing herein shall be construed to assign or transfer any

know-how, techniques and expertise (“Box Tools”) used by
Box to develop the Box Materials, and to the extent such
Box Tools are delivered with or as part of the Box Materials,
they are licensed, not assigned, to Customer, on the same

terms as the Box Materials.

intellectual property rights in the proprietary tools, libraries,

Box v 7 U TV AT L ENTE HME, IR
fH&, EMER, V7 T4 v AR, BEERGE, fiF
BRAJREZR T A & 2 A% | AF IR O RTHEW AR
B L Z I 5T 2, BFARET 572025l L
THELMN, Box 7 U TV ZBFET 57251 Box
EHTMBEDOY =N FTATTV, S UNT T
=7 BXOFHEMHE LT Box Y —] L11)H)
ORI PEMEIT T T Box 3FTH L. b & pE
MEIAFIRB O EOSCHE S LEE 13BN
L EMRESN2NEDET D, Box Y —/L3 Box ¥ T
U7 LEBICERBTEDO—HE L TMAIND S
By Box Y —/bid, KEIRISGGEESN LD TIHRL,
Box ¥ 7 U TV ERI—DFKMETARBRICEHRZ A&
VARG END,

9.3 Consulting Services Warranty. In regard to
Consulting Services only, Box warrants that: (a) it and each
of its employees, consultants and subcontractors, if any,
that it uses to provide and perform Consulting Services
hereunder has the necessary knowledge, skills, experience,
qualifications, and resources to provide and perform the
Consulting Services; and (b) the Consulting Services will be
performed for and delivered to Customer in a professional
and workmanlike manner. If through no fault or delay of
Customer the Consulting Services do not conform to the
foregoing warranty, and Customer notifies Box within seven
(7) days of Box’s delivery of the Consulting Services, Box will
re-perform the non-conforming portions of the Consulting

Services at no cost to Customer.

AP NT 4 v TP —ERIZBT DREE
AT 4 Y —ERICET AR I
BT, Boxid, AFTDZ & ZRGET 5,

(@) 2V NT 4 v T —E RO I OEITO
DIZ Box MEMT2KIEXR, oy b X
O FEE¥EF L. a v AT 4 v 7 — v 2 %24t
KBTI D7 DI B, Ax /L, R, &
BV Y—=REZHFLTNDH I &, BN,

(b) = YT ¢ T RE, BT R
RIFHET, RBEDOTZDIZBITS N, KFEEICHA S
nozk,

B ABHRMNIFE M F 1 TBER 2T H b 6
P YT 4 T AN EFERICEA LT
WRWEE Box NPT 4 v T —ERAEA
LT 718 HUAPNICARREE 25 Box [ZilAE L7z & (T
[RY . Box X, FFUfRAEICE G L7aWa T v
JH—E A% KEEIZLLEHAOAM LISHET
T2,

9.3

or products will be co-terminous with the existing
Subscription Period. Unless otherwise specified in an

Order, all fees and other amounts are payable in (a)

Japanese Yen (JPY) if Customer is in Japan and (b) United

Section 10. Fees and Payment 105 Bk L OEHW
10.1 Fees. Customer agrees to pay all fees set forth on | 10.1 B4 REZIL, TXTORFEEICTH
all Orders  Any additional Order(s) for User subscriptions | SN TWA T X TOEEEZ LD Z LICRET 5, M

A e L RSB SO B B A, SRS
BATOMAMIBI LR C & 725, BEZITHIERDEDH,N

IRVERY | B OMOSEAO T NTH, (a) KBEFK
PNARICFHET DB AT HAMICE Y | (b) £
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States Dollars for all Customers anywhere else in the world.

DENCHTET 5T X TORBEIZOWNTIEK iz X
D, XHbhsboLd5,

10.2 Non-refundable and No Cancellation. Except as

specifically set forth in this Agreement, all payment

10.2 IREFRER L OB AR HHEKICH
ROEDNL 5B ERE ., TNTOREEICTESL

specified in the applicable Order, Customer will pay all fees
within thirty (30) days of the date the applicable invoice is
issued by Box. In the event Customer disputes any
invoiced fees, Customer will provide written notice of the
disputed amount within fifteen (15) days after the date of
such invoice and timely pay any undisputed portion of such
invoice. The Parties will cooperate in good faith to resolve
any disputed invoice or portion thereof within fifteen (15)
days of notice of dispute. All amounts payable by
Customer under this Agreement will be made without setoff
and without any deduction or withholding. Customer will
promptly reimburse Box for any cost or expense incurred in
connection with any collection efforts undertaken by Box in
connection with any past due amount owed under this
Agreement. At Box’s discretion, past due amounts may

accrue a late fee equal to the lesser of 1.5% per month or

obligations under all Orders are non-cancelable and all TRTCOIMEFEBITIBUEFRETHY , 23T T
payments made are non-refundable. DXHNTHARARHETH 5,
10.3  Invoicing and Payment Terms. Unless otherwise | 10.3 FERB LU HETHREE

R DTED IRV IRY | AREEIL, T XTOkHe
%, Box MFAT LT-FEREDO A5 30 HLINIZX
HhobDLT D, RBEEIT, FhRKINTBHEIZEZED
HEEAEITIE, RO H DML Y%EREO B )

515 HUWICEBIC TEMTA2HD & L, HUiZisR
FHOD D BREO IR WNIZOWTITEE2R S X b D
L5, MUEET. BEObLoTFHREEXLIZFD

—EBIZONT, MEREEFE B SN2 15 HLINIZ

RGBT DD LT D, RERPAF]
BN S E D RETXTORFIL, MR L
(2, 230, PERRE IR BN LIS b s b D
LT D, RBEEIL, ARIABRINTIESWTIHA D #H
D & B 3TH IR 2 63 U 7= A%EIZ B L T Box 23T 9
—E)OBUIEENCBIE L CRAET H VR B E -
I3 A Box [IEC/NTEIRT D, SCIAHIIR A %0t
L7=&fciE, H 15 83—t TR L% & i

not include any transaction taxes, which may include local,
state, provincial, federal or foreign taxes, levies, duties or
similar governmental assessments of any nature, including,
but not limited to, value-added taxes (“VAT”), excise, use,
goods and services taxes, consumption taxes or similar
taxes (collectively defined as “General Taxes”). All fees
invoiced pursuant to this Agreement are payable in full and
without reduction for General Taxes or foreign withholding
taxes (collectively defined as “Taxes”). Customer is
responsible for paying all Taxes associated with fees due

pursuant to this Agreement and Orders, excluding income

taxes imposed on Box. If Box has a legal obligation to pay

the maximum amount allowed by applicable law, whichever| FIEIZ LV R SNDHKDOEFELE O H B LT b

is less. PRUNTT DAFEITHY 3 2 JEHHEE 43, Box DIREIC
KoTRAETLZEDND D,

10.4 Taxes. All Orders pursuant to this Agreementdo | 10.4 B AFIAFANZHE 5 BEFEZIZ, W

DR HEAIRL (M7, B N, EFE I IIANE OV
ROMEE OB, A, BB IEL OBUFIZ &
LHEETHREINDGZ b HD)  ((RHIMmfER (BLF
[VAT] &\v9) | Wi, BB i - —E X
Bl HEBLECITELOMBIZZTen, ZhHIZRE
INV) (IO EBFL TN @S &n

2) bEFENTHARY, AR - TR
L3 N TCORMRIT, WIB AL E 72138 E O TR UL

(ZNOZRPFLTUT TARERB L)) 28k
THZ R AEI O Db D LT 5, RERIL.

Box (iR S L DIEAFTRBLZ BRE . AR ALK L O
FIEFINE - THHL ) REBBIMHT 2T X TOR
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or collect Taxes (expressly excluding Box income tax) for
which Customer is responsible under this Agreement, the
appropriate amount shall be computed based on
Customer’s address listed in the applicable Order and
Customer confirms that Box can rely on the sold-to name
and address set forth in the Order(s) as being the place of
supply for sales tax purposes. Such Taxes will be invoiced
to and paid by Customer. If Customer is legally entitled to
an exemption from the payment of any Taxes, Customer
will promptly provide Box with legally sufficient tax
exemption certificates for each taxing jurisdiction for which
it claims exemption. Unless otherwise prohibited by law,
Box will apply the benefits of any requested tax exemption
to charges occurring under Customer’s Account after the
date Box receives and reasonably processes such tax

exemption certificates.

B AT RETEEZA S, ARABKICESE
AR DA R ERMEFB (Box ATEBULI/RIIIZ
BR<) AR E T I T R X A LD A Box A
HoTWDHEE, WURESEN, %M T HREFICET
H SN TWDARBEE OFHEHIZ ISV TR S 4L,

Box 1%, EIEFEEICFEH SN TV A RFBILEOLFRE LW
FEFTE, 72 BB BRI 24650 & LTk
LIENTELZ L&, KERITIZ ZICHERT D, 2
MOBBIIABRICHE RSN, ABERIZL - Thb
No, REED, WTNHORMHBLOREREZ T 5
LN TELHEHRLOBKERT D5E. ABEIL.
KRBR DB A RO 5 AR B g, B R
FBIREE S Box ([CHCMICIEH T2 b0 T 5, ik
B ERBRIZEEIE SN2 WERY | Box (X, RSN
B Ko TH LN LB A | Box 23 FiR D5 BiGE
BE 2280 LA HERICBE L 72 B L 0 #BICKESE
DT HT s FTEATLIREICHEAT 26D LT 5,

10.5 Non-Payment Suspension. |If any Customer
invoices are more than sixty (60) days past due (except with
respect to charges subject to a reasonable and good faith
dispute as set forth in Section 10.3 (Invoicing and Payment
Terms)), in addition to any other rights or remedies it may
have under this Agreement or by applicable law, Box
reserves the right to suspend Customer’s access to the Box
Service upon written notice, without liability to Customer,

until such past due amounts are paid in full.

10.5 AANWEHEE LT —ERELL (%

10.3 FERB L O RHFITED 5 G THEROR
BB OGN TV EHEEIRE) REEOHREFICE
SLKBOBIHAHREN S 60 HZ B2 TV DA,

Box I, Box 2SAFI M EE 721334+ 5 iEME LA
T AMO—EI DR F 72 1T RFEFETMZ . YL MR
PRGN RFZEIND T, AFRICKT 5 ET
FADTIZ, FEHEICKD2EHME D 5T Box h—E A&~
DARBRDT 7 A& lZ 1t HHEMEZ BT 5,

10.6  Purchases Through Box Resellers. If Customer
places an Order for the Box Service from a Box Reseller, any
terms herein related to ordering, invoicing, refunds or
credits do not apply. Customer must establish such terms
with Box Reseller. In addition, any terms established
between Customer and Box Reseller as related to support
services will apply instead of such terms herein.  For the
avoidance of doubt, nothing herein affects suspension
rights or deactivation rights for Box or a Box Reseller

provided for in this Agreement.

10.6 Box REZ # B LA AHE ) Box
REFH DAL D Box —E A EFIE LI A .
(ZRCH L TWDFIE, Gk, AVREL, 7Yy BT
BT~ 2 SR IdE H S V7RV, 23 D SR IIAR 3
Box Il EZ L HET DM ENDH D, = HIT, FR—
MP—ERZBE LT, BEHE Box BIR¥ES DM
(ZHESE ST ST, AR OSMEORD Y IZHEH S
WET, BRABET D720, AFABK Eovrie s
HESL ., ARARKPIZED D Box F721% Box FHRE
O F 7T OMEFNZ B L 720,
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commence on the Agreement Effective Date and will remain

Section 11. Term and Termination F11%  ZRHIEB L ORKER
11.1 Term of Agreement. This Agreement will 11.1 AR A OF BB AFAHAE,

ARAHAED HIZHEDT 20D L L, #1135
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in effect for as long as there is an Order in effect (“Term”),
unless otherwise terminated as provided for in Section 11.3

(Termination for Cause) below.

(IEYS 72 BRI X D3RR IZED D & ZAITHE-
TR S N2WRY | BRI REENFET DRV E
HThHrHLOETDH (LT TEHO8E 2v)) .,

11.2 Term of Order and Renewal. Each Order placed
under this Agreement will be in effect for a period of one (1)
year from the service start date of the Order unless
otherwise agreed in the Order. Thereafter, unless the
Agreement is terminated as provided herein, the Order(s)
will automatically renew for the same period of time as the
Subscription Period of the prior Order, unless either Party
notifies the other Party in writing of its intent not to renew
the applicable Order(s) at least thirty (30) days’ prior to the
end of the then-current Subscription Period of such

Order(s).

11.2 REFEDORDHFB LOFEH AFIH
BN RS EFAT S AL, FIEFN THIB
WABELRWERY , BEEICRLSNLTWH—E R
BHDL 1FEHADTHLIb D LT D, TOHIT, K
FI BRI D BUEIZHE » TRFIABFIDREIR SRR
V. BIEFIE. EHRTORIEEICES IMAWIM & [
CREOHMICOIz> THBMICER ShD, 7272

L. WIS EEL, 20L& EXITHERZRIMAR
2302 30 HLL RN, 4T 2R IEELZ TR L
IRVEI AT Y FEE I LEETEAT 22 LN T

ER

11.3 Termination for Cause. Either Party may
terminate this Agreement for cause: (a) upon thirty (30)
days’ written notice to the other Party of a material breach
of this Agreement if such breach remains uncured after the
expiration of such period; or (b) if the other Party becomes
insolvent, admits in writing its inability to pay its debts as
they mature, makes an assignment for the benefit of
creditors, becomes subject to control of a trustee, receiver
or similar authority, or becomes subject to any bankruptcy

or insolvency proceeding.

11.3 EX BT K DROMER TS EE
He LFOWTFNOEAIE, EYZREEICL YA
PR ERRT 2 N TEDL LD LTS,

() AR I O R A& DWW Tt T OE Y 35
(2% LC 30 HOWI Z5% 1) CEEIC X v@mm Lz

bbb BT, YHHIMREE b YER P EIES
ZAVAYEE = el
(b) 7B EHENLIARGEI Y | EEOFRFINE

RUZEZITHHEHB 2 RE LRV Lz ERICK
VEEWD, EMEE ~OEF L B & 5 MERE
L. BEMAFOEHRTIZEN L. b LITMEFRD
L IESHARREFRDOK R Lo T2 & &,

11.4 Post-Termination Obligations. Upon the
termination or expiration of this Agreement for any reason,
Customer will have no further rights to access the Box
Service hereunder except as set forth in this Section 11.4.
For thirty (30) days following the expiration or the
termination of the Agreement or applicable Order, and
subject to Customer’s prior written request, Box will allow
Customer limited access to retrieve any Content remaining
on the Box Service. After such thirty (30) day period,
Customer will have no further rights to access the Box

Service.

11.4 ZHIME T HOFRE FHOMMIZH D00 5
T AFIABROMERR F 72 XTI T O%EITIE, A
BRIE, AR 114 KIZED D LSNE, AR O
& TBox P —ERIZT 7B AT D72 DHER 2k
2D ET D, AFIABKOHAMIM E 1L ST 2
%&%ﬁﬁTL%L<@%%éht&aoH% A
BEHNZEIZ XV FRNZFER L72BEIZIE, Boxid, &
IR L, Box P —E RIS TNDHTRTHay
TUYERGT L0007 e A RFFAT 5, Uik
30 A RIA R L2211, ARKIL, Box —E R
T RATOMENMERS bD LT D,
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11.5 Surviving Provisions. Upon any expiration or
termination of this Agreement, the following sections will
survive: Sections 1 (Definitions), 5.2 (Content), 7.3
(Disclaimer of Warranties), 8 (Proprietary Rights), 10 (Fees
and Payments), 11.4 (Post Termination Obligations), 12
(Indemnification), 13 (Limitation of Liability), 14

(Confidentiality) and 15 (Miscellaneous).

11.5 TERGRSRTE A BRI O BRI T & 72 13 bR
#%b, F1Hk (ER) . Fs52% KR 7~
V) L H735% (RERICEDME © FHe sk (M
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(BRI TR DOFRE) | 115 5% (FiRH) |
12%(@%)\%1&%(§E®@E)\%1ﬁ%
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against any third party claim that the Box Service infringes a
registered patent, registered trademark, or copyright of a
third party, or misappropriates a trade secret (“Claim
Against Customer”), and will indemnify Customer for the
resulting costs and damages finally awarded against
Customer to such third party by a court of competent
jurisdiction or agreed to in settlement. To the extent not
prohibited by law, Box will have no liability to Customer
under this Section 12.1 for any Claim Against Customer that
arises out of: (a) any unauthorized use, reproduction, or
distribution of the Box Service by Customer; (b) use of the
Box Service in combination with any other software or
equipment not supported in the User Guide if such Claim
Against Customer would have been avoided without such
combination; or (c) any modification or alteration of the Box
Service by anyone other than Box or Box’s agents without
the written approval of Box. In the event of a Claim Against
Customer pursuant to this Section 12.1, Box will (at Box’s
option and expense): (i) obtain for Customer the right to
continue using the Box Service; (ii) modify the Box Service
to make it non-infringing; or (iii) if subsections (i) and (ii) are
not commercially viable (as determined by Box in its sole
discretion), terminate this Agreement, in which case
Customer will be entitled to a pro-rated refund of any fees

pre-paid by Customer for the corresponding unused period

of the applicable Subscription Period.

L92,
Section 12. Indemnification 125 B
12.1 Indemnification by Box. Box will defend Customer | 12.1 Box 2 X B #ifE Box I, Box "
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12.2 Indemnification by Customer. Customer will defend
Box against any third party claim: (a) that any Content, or
Customer’s use of the Box Service in breach of this
Agreement, infringes a registered patent, registered
trademark, or copyright, or misappropriates a trade secret
(to the extent that such infringement or misappropriation is
not the result of Box’s actions); or (b) relating to any
Content or to Customer’s use of the Box Service in violation
of Section 2.2 (Acceptable Use of the Box Service).
Customer will, with respect to any claim against Box that is
subject to this Section 12.2, indemnify Box for the resulting
costs and damages finally awarded against Box to such third

party by a court of competent jurisdiction or agreed to in

settlement.
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12.3  Indemnification Process. As a condition of
receiving an indemnification under this Agreement, the
Party seeking indemnification hereunder (the “Indemnified
Party”) will provide the other Party (the “Indemnifying
Party”) with: (a) prompt written notice of the claim,
provided, however, that the failure to give such notice shall
not relieve the Indemnifying Party’s obligations hereunder
except to the extent that the Indemnifying Party is
prejudiced by such failure; (b) complete control over the
defense and settlement of the claim (provided, that the
Indemnifying Party will not settle any claim without the
Indemnified Party’s prior written permission if the
settlement fails to unconditionally release the Indemnified
Party from all liability pertaining to such claim, such
permission not to be unreasonably withheld, delayed or

conditioned); and (c) such assistance in connection with the

defense and settlement of the claim, at the Indemnifying
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Party’s expense, as the Indemnifying Party may reasonably

(c) FOHILTOREP L OFRICEES 2 TH

Indemnified Party’s sole and exclusive remedy against, and
the Indemnifying Party’s sole liability to, the other Party for
any type of claim under this Section 12. Notwithstanding
the foregoing, each Party will have the right to terminate
this Agreement pursuant to Section 11.3 (Termination for
Cause), to the extent the event giving rise to

indemnification constitutes a material breach of this

Agreement.
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Section 13. Limitation of Liability

F13% FEEORE

13.1 Limitation of Liability. IN NO EVENT WILL BOX’S OR
ANY OF ITS AFFILIATES’ TOTAL AND CUMULATIVE LIABILITY
FOR ALL CLAIMS OF ANY NATURE ARISING OUT OF THIS
AGREEMENT EXCEED THE TOTAL FEES PAID BY CUSTOMER
TO BOX (OR TO A BOX DISTRIBUTOR OR RESELLER, IF
APPLICABLE) FOR THE BOX SERVICE IN THE TWELVE (12)
MONTHS PRECEDING THE DATE OF THE FIRST EVENT
WHICH GIVES RISE TO LIABILITY UNDER THIS AGREEMENT.
THE FOREGOING LIMITATION DOES NOT LIMIT OR
EXCLUDE ANY LIABILITY FOR DEATH OR PERSONAL INJURY

CAUSED BY NEGLIGENCE.
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13.2 Disclaimer of Consequential and Related Damages.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE
LAW, IN NO EVENT WILL EITHER PARTY BE LIABLE FOR ANY
INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, COVER, LOSS
OF PROFITS OR REVENUE, OR CONSEQUENTIAL DAMAGES
(INCLUDING, WITHOUT LIMITATION, LOSS OF GOODWILL
OR LOSS OF USE OR DATA) HOWEVER CAUSED, UNDER
ANY THEORY OF LIABILITY, INCLUDING, WITHOUT
LIMITATION, CONTRACT, TORT, WARRANTY, NEGLIGENCE

OR OTHERWISE, EVEN IF SUCH PARTY HAS BEEN ADVISED

AS TO THE POSSIBILITY OF SUCH DAMAGES. SOME
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JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF
INCIDENTAL, CONSEQUENTIAL OR OTHER DAMAGES. IN
SUCH AN EVENT THIS EXCLUSION WILL NOT APPLY TO THE

EXTENT PROHIBITED BY LAW.

ZDFA. LRROBEI R, BV EBIEIN5%®
BACTHEAINR2NLDET 3,

Section 14. Confidentiality

F14%  REREr

14.1 Definition. Either Party may disclose
Confidential Information to the other Party during the
Term of this Agreement. “Confidential Information”
means all information disclosed by one Party (“Disclosing
Party”) to the other Party (“Receiving Party”) which is in
tangible form and labeled “confidential” or the like, or that
reasonably should be understood to be confidential given
the nature of the information and the circumstances of the
disclosure. The following information will be considered
Confidential Information whether or not marked or
identified as such: (a) Content; (b) the terms of this
Agreement including all Orders and pricing thereto; (c)
personal data of Users; and (d) the Disclosing Party’s
strategic roadmaps, product plans, product designs and
architecture, technology and technical information,
security processes, security audit reviews, business and
marketing plans, and business processes. Confidential
Information will not include information that as shown by
the Receiving Party’s records was: (i) already known to
Receiving Party at the time of disclosure by the Disclosing
Party; (ii) was disclosed to the Receiving Party by a third
party who had the right to make such disclosure without
any confidentiality restrictions; (iii) is, or through no fault
of the Receiving Party has become, generally available to
the public; or (iv) was independently developed by

Receiving Party without use of the Disclosing Party’s

Confidential Information
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14.2  Protection. The Receiving Party will use no less
than a reasonable standard of care to safeguard the
Confidential Information received from the Disclosing Party.
The Receiving Party will only use the Confidential
Information of the Disclosing Party: (a) to exercise its rights
and perform its obligations under this Agreement; or (b) as

otherwise required by law.
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14.3  Permitted Disclosure. Neither Party will disclose
Confidential Information in violation of the terms and
conditions of this Agreement to any third party without the
prior written consent of the other Party. Notwithstanding
the foregoing, each Party may disclose Confidential
Information, including the terms and conditions of this
Agreement, without the prior written consent of the other
Party: (a) as compelled by law provided that to the extent
legally permissible the Receiving Party gives the Disclosing
Party prior notice of such compelled disclosure and
reasonable assistance, at the Disclosing Party’s expense, if
the Disclosing Party seeks to contest such disclosure; (b) in
confidence to its legal counsel, accountants, banks and
financing sources, partners, providers and their advisors;

(c) in connection with the enforcement of rights or
performance of obligations under this Agreement; (d) the
terms and conditions of this Agreement in confidence, in
connection with an actual or proposed merger, acquisition,
or similar transaction; or (e) or to respond to an emergency
which Box believes in the good faith requires Box to disclose
information to assist in preventing the death or serious

bodily injury of any person.
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Section 15. Miscellaneous

F15% R

15.1 Contractual Relationship. The Parties are entering
into this Agreement as independent contracting parties.
Neither Party will have, or hold itself out as having, any right
or authority to incur any obligation on behalf of the other

Party. This Agreement will not be construed to create an
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association, joint venture or partnership between the
Parties or to impose any partnership liability upon any

Party.

MALXAIH L, £7713. A FOFTE2NThoYE
FITHRT L0 L BRI N2,

15.2  Anti-Bribery. Customer agrees that it has not
received or been offered any illegal or improper bribe,
kickback, payment, gift, or thing of value from any of Box’s
employees, agents or subcontractors in connection with this
Agreement. Customer will use reasonable efforts to promptl

notify Box at legalops@box.com should Customer learn of ar|

violation of this restriction.
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15.3 References. During the Term of the Agreement,
Box may reference Customer as a Box customer in sales
and marketing materials and public statements, subject to
Customer’s trademark and logo usage guidelines.

Customer may send Box an email to stories@box.com if it

does not wish to be used as a reference.
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15.4 Ambiguities. Each Party has participated in the

review of this Agreement. Any rule of construction to the
effect that ambiguities are to be resolved against the
drafting party shall not apply in interpreting this Agreement.
The language in this Agreement shall be interpreted as to its

fair meaning and not strictly for or against any party.
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15.5 Notices. Any notice or other communication
under this Agreement given by any Party to any other Party
will be in writing and will be effective upon delivery as
follows: (a) if to Customer, when sent via email to the email
address specified in an Order or otherwise on record for
Customer; and (b) if to Box, when sent via email to

legalops@box.com.  Any such notice, in either case, must

specifically reference that it is a notice given under this

Agreement.
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15.6 Nonwaiver. The failure of either Party to insist
upon or enforce strict performance of any of the provisions
of this Agreement or to exercise any rights or remedies
under this Agreement will not be construed as a waiver or
relinquishment to any extent of such Party’s right to assert
or rely upon any such provision, right or remedy in that or
any other instance; rather, the same will remain in full force

and effect.
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15.7 Assignment. Customer will not, directly, indirectly,
by operation of law or otherwise, assign all or any part of
this Agreement or its rights hereunder or delegate
performance of any of its duties hereunder without the
prior written consent of Box. Box may assign this
Agreement (or Order) without obtaining Customer’s
consent: (a) to an affiliate of Box; or (b) in connection with a
successor in interest in a merger, reorganization or a sale of
all or substantially all of the assets of Box. Subject to the
foregoing restrictions, this Agreement will be fully binding
upon, inure to the benefit of and be enforceable by the

Parties and their respective successors and assigns.
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15.8 Integration; Order of Precedence. This
Agreement, together with any Orders and the Exhibits
which are incorporated and included into this Agreement,
constitutes the entire agreement between the Parties and
supersedes any and all prior agreements or communications
between the Parties with regard to the subject matter
hereof. This Agreement may not be amended or modified
except by a writing signed by both Parties hereto. The
terms of this Agreement shall supersede and control over
any conflicting or additional terms and conditions of any
purchase order, acknowledgement, confirmation or other
document issued by Customer. Notwithstanding the
foregoing, in the event of a conflict between terms of this
Agreement and an Order, the terms of the Order shall
prevail. This Agreement or any exhibits or addenda, may
be executed and delivered, either physically or by electronic

means and in counterparts, each of which shall constitute
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an original and all of which together shall constitute one

and the same instrument.
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15.9 Severability. Inthe event that any provision of this
Agreement, or the application thereof, becomes or is
declared by a court of competent jurisdiction to be illegal,
void or unenforceable, the remainder of this Agreement will
continue in full force and effect and the application of such
provision will be interpreted so as reasonably to effect the
intent of the Parties. The Parties will promptly replace such
void or unenforceable provision with a valid and
enforceable provision that will achieve, to the extent
possible, the economic, business and other purposes of

such void or unenforceable provision.
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15.10 Applicable Law; Dispute Resolution. This
Agreement will be construed and enforced in all respects
in accordance with the laws of Japan, without reference to
its choice of law rules. Any dispute, controversy or claim
arising under, out of or relating to this Agreement, will be
finally determined by arbitration in accordance with the
Rules of Arbitration of the International Chamber of
Commerce applicable to commercial disputes by a single
arbiter who is (a) fluent in written and spoken English, the
language governing this Agreement, and (b) skilled and
experienced with cloud or internet services. The place of
such arbitration will be in Tokyo, Japan. The judgment of
the arbitrator will be final, non-appealable (to the extent
not inconsistent with applicable law) and binding upon the
Parties, and may be entered in any court of competent
jurisdiction. The foregoing does not limit or restrict
either Party from seeking injunctive or other equitable

relief from a court of competent jurisdiction.
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15.11 Third-Party Beneficiaries. Nothing in this
Agreement shall confer, or is intended to confer, on any
third party any benefit or the right to enforce any term of

this Agreement.
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15.12 Force Majeure. In the event that either Party is

prevented from performing, or is unable to perform, any of

its obligations under this Agreement due to any cause
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beyond the reasonable control of the Party invoking this
provision (including, without limitation, for causes due to
war, fire, earthquake, flood, hurricane, riots, acts of God,
internet service provider failures or delays, denial of service
attacks, or other similar causes) (“Force Majeure”) the
affected Party’s performance will be excused and the time
for performance will be extended for the period of delay or
inability to perform due to such occurrence; provided that
the affected Party: (a) provides the other Party with prompt
notice (to the extent possible) of the nature and expected
duration of the event; (b) uses commercially reasonable
efforts to address and mitigate the cause and effect of such
event; (c) provides periodic notice of relevant
developments; and (d) provides prompt notice of the end of
such event. For the avoidance of doubt, Customer
understands that the Box Service is not provided in
countries listed in the Office of Foreign Assets Control
sanction list and that Customer’s access to the Box Service
may be restricted in such countries and such prohibitions

shall not constitute a Force Majeure.
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15.13 Government Users. If Customer is a U.S.
government entity or if this Agreement otherwise
becomes subject to the Federal Acquisition Regulations
(FAR), Customer acknowledges that elements of the Box
Service constitute software and documentation and are
provided as “Commercial ltems” as defined at 48 C.F.R.
2.101, and are being licensed to U.S. government User as
commercial computer software subject to the restricted

rights described in 48 C.F.R. 2.101 and 12.212.

15.13 BUF#BECTH D —%— KPR ICKEE
RSB CTd D456, F T2 I3ARI BRI LB A FH A Al
(FAR) MM S5 L H IR o72 A, Box —t
AOMERBERITY 7 bV =T BRI RFa AT —
a &R L, 48CFR.2.101 TEFZEEN TS 7
Adh) & LTk 41, 48CFR.2.101 38 L1V 12.212
IZRLH SN D HIRA MR O SR Th D2 B
=&Y 7 =7 & LT, KEBSHERETH 52—
—ZTA B RAEND I LE, KERITED D,

24/36—




box

EXHIBIT A

Support Services and Service Level Commitments

Definitions

“Business Response Credit” means the credit that may be available to a Customer who
has subscribed to the Business Services under the applicable Order and as specified
Response Times, below.

“Downtime" means any period during which the Customer is unable to access the Box
Service, as measured at the Box network by industry standard tools, due to an Issue
which prevents the majority of Customer Users from accessing Content, expressly
excluding Scheduled Downtime.

“Issue” means a single, reproducible issue or problem affecting the functionality of the
Box Service for Customer.

“Enhanced Response Credit” means the credit that may be available to a Customer who
has subscribed to one of the Enhanced Support Services under the applicable Order and
as specified under Response Times, below.

“Enhanced SLC Credit” means the credit that may be available to a Customer who has
subscribed to one of the Enhanced Support Services under the applicable Order and as
specified under Service Level Commitments, below.

“Support Services” means telephone, email or web-based assistance in the resolution
of Issues reported by Customer to Box. Available Support Services are:

“Standard Support Services” which is included the Customer’s purchase of the Box
Service;

“Business Services” which is purchased by the Customer and identified under the
applicable Order; or

“Premier Services” or “Platinum Services” (together, “Enhanced Support Services”)
which are purchased by the Customer and identified under the applicable Order.

“Scheduled Downtime” means a scheduled time period in which the Box Service is
unavailable for use, and upon notice to Customer where practical.

“Uptime Percentage" means the total number of minutes in a calendar month minus
the number of minutes of Downtime experienced in such calendar month, divided by
the total number of minutes in such calendar month.

Support Services

During the term of the Order, Box will provide to Customer the applicable Support Services. If Customer has not
purchased Business Services or one of the Enhanced Support Services, then Standard Support Services will be provided.
Support Services do not include: (a) physical installation or removal of the Box Software and any User Guides; (b) visits
to Customer’s site; (c) any professional services associated with the Box Service, including, without limitation, any
custom development, data modeling, code review and application architecture/infrastructure design; (d) training; or
(e) the set-up, configuration and use of the Box Service.

Box's obligations do not extend to any ongoing test or training instances of the Box Service provided to Customer or
Downtime, Issues or errors that are caused by:

Third party hardware or software;

Use of the Box Service in violation of the terms of the Agreement; or

Use of the Box Service other than in accordance with any User Guide or the express instructions of B

a)
b)
c)
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Response Times

Standard Services
Response Times

For Customers with Standard Support Services, Box will use commercially reasonable
efforts to meet the following target response times during the hours/days, as outlined

below.

Support Response Time

6AM — 6 PM Customer Local Time
Monday — Friday

Support Language English
Support Access Method Web/Email
Support Response Method Web/Email
Number of Support Requests Unlimited

Level 1 — Urgent
Level 2 — High
Level 3 — Normal

Within 4 business hours
Within 8 business hours
Within 1 business day

Business Services
Response Times

For Customers who have purchased Business Services, Box will respond in accordance
with the response times below. If Box fails to meet the response times, Customer may
be entitled to a response time credit as outlined below (“Business Response Time
Credit”).

Support Response 24 Hours/Day

365 days/year

Support Language English

Support Access Method Web/Phone/Email
Support Response Method Web/Phone/Email
Number of Support Requests Unlimited

Within 2 hours
Within 4 hours
Within 4 hours
Greater than 4 hours

Level 1 — Urgent
Level 2 — High
Level 3 — Normal
Level 4 -- Low

Enhanced Support
Services Response
Times

For Customers who have purchased one of the Enhanced Support Services, Box will
respond in accordance with the response times below. If Box fails to meet the response
times, Customer may be entitled to a response time credit as outlined below (“Enhanced
Response Time Credit”).

Support Response 24 Hours/Day
365 days/year
Support Language English or
Local language (based on availability)
Support Access Method Web/Phone/Email
Support Response Method Web/Phone/Email
Number of Support Requests Unlimited
Level 1 — Urgent Within 1 hour
Level 2 — High Within 2 hours
Level 3 — Normal Within 2 hours
Level 4 -- Low Greater than 2 hours
(the above response times apply to cases
submitted in English)
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Business Services and
Enhanced Support Services
Response Times Credits

For Customers who have purchased Business Services or one of the Enhanced Support
Services, if Box fails to meet the response times associated with Business Services or
Enhanced Support Services, Customer may be entitled to a response time credit as
outlined below (“Response Time Credit”).

Response Time Credits: Customer will be eligible to receive a Response Time Credit,
provided that:

(1) Customer has purchased Business Services or one of the Enhanced
Support Services;

(2) Customer has opened a support ticket for an Issue; and

(3) Box fails to meet the response times for Level 1 and Level 2 support
tickets three (3) times during the given calendar month.

Collectively, a “Response Credit Event”.

In the event that Customer incurs a Response Credit Event, Customer will receive a
Response Time Credit of fifteen (15%) percent of the fees paid by Customer for the
applicable Business Support Service or Enhanced Support Service for the month the
Response Credit Event occurred. The Response Time Credit will be calculated on a
straight-line, pro-rated basis with respect to any fees paid in advance.
Notwithstanding anything to the contrary, in no event will the total amount of
Response Time Credits exceed the applicable Business Services or Enhanced Support
Services fees paid by Customer for the corresponding month. For clarity, for the
purpose of calculating Response Time Credits, calendar months are calculated based
on US Pacific Time Zone.

The Response Time Credit is Customer's sole and exclusive remedy for any failure by
Box to meet any response time performance obligations pertaining to the Box Service
as set out in this Exhibit A.

Customer is not eligible to receive Response Time Credits during any period of time
when payments owed are past due.

For Customer Orders placed through Box, Response Time Credits will be issued by
Box, as determined in its sole discretion, either by applying to future billing cycle(s) or
as a refund against annual fees earlier paid. For Customer orders placed through a
Box Reseller, Response Time Credits, if any, will be issued as provided in the applicable
agreement between Customer and Reseller.
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Service Level Commitments

Standard Support Services

For Customers with Standard Support Services, Box will use commercially reasonable
efforts to meet an Uptime Percentage of at least 99.9%.

Business Services

For Customers with Business Services, Box will use commercially reasonable efforts to
meet an Uptime Percentage of at least 99.9%.

Enhanced Support Services

For Customers with Enhanced Support Services, Box will use commercially reasonable
efforts to meet an Uptime Percentage of at least 99.9%. If Box fails to the meet the
Uptime Percentage Customer will receive Enhanced SLC Credits as follows:

Uptime Percentage Enhanced SLC Credit

Percentage
Less than 99.9% but equal to or more than 99.8% 5%
Less than 99.8% but equal to or more than 99.7% 10%
Less than 99.7% but equal to or more than 99.6% 15%
Less than 99.6% but equal to or more than 99.5% 20%
Less than 99.5% but equal to or more than 99.4% 25%
Less than 99.4% but equal to or more than 99.3% 30%
Less than 99.3% but equal to or more than 99.2% 35%
Less than 99.2% but equal to or more than 99.1% 40%
Less than 99.1% but equal to or more than 99.0% 45%
Less than 99.0% 50%

Customers who have purchased one of the Enhanced Support Services will be eligible
to receive SLC Credits provided that:

(1) Customer has reported an Issue related to a Downtime event by filing a ticket
with Box support within fifteen (15) days of the Downtime event; and

(2) once Customer receives the Uptime Percentage report provided by Box and
confirms Uptime Percentage as below 99.9% in the month the issue was experienced,
Customer has provided Box a written claim request for Enhanced SLC Credits within
fifteen (15) days of the date of uptime percentage report.

The Enhanced SLC Credits will be equal to the SLC Credit percentage multiplied by the
fees paid by Customer for the Box Service that are attributable to the corresponding
calendar month (calculated on a straight line, pro-rated basis with respect to any fees
paid in advance) and then pro-rated for based on affected Users. Notwithstanding
anything to the contrary, in no event will the total amount of Enhanced SLC Credits if
any, exceed the fees paid by Customer for the Box Service in the corresponding
month. For clarity, for the purpose of calculating Enhanced SLC Credits, calendar
months are calculated based on US Pacific Time Zone.

The Enhanced SLC Credit is Customer's sole and exclusive remedy for any failure by
Box to meet any service level obligations pertaining to the Box Service as set out in
this Exhibit A.

Customer is not eligible to receive Enhanced SLC Credits during any period of time
when payments owed are past due.

For Customer Orders placed through Box, Enhanced SLC Credits will be issued by Box,
as determined in Box’s sole discretion, either by applying to future billing cycle(s) or
as a refund against annual fees earlier paid. For Customer orders placed through a
Box Reseller, Enhanced SLC Credits, if any, will be issued as provided in the applicable
agreement between Customer and Reseller.
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Exhibit B
Box Security Exhibit
1. Purpose. This Security Exhibit sets forth the information security program and infrastructure policies that Box will
meet and maintain in order to protect Customer’s Content from unauthorized use, access or disclosure, during the Term
of the Agreement.

2.Information Security Management Program. Box will maintain throughout the Term of the Agreement an
information security management program (the “ISMP”) designed to protect and secure Content from unauthorized
access or use. The ISMP will be documented and updated based on changes in applicable legal and regulatory
requirements related to privacy and data security practices and industry standards.

3.Standards. Box incorporates commercially reasonable and appropriate methods and safeguards to protect the
security, confidentiality, and availability of Content. Box will, at a minimum, adhere to applicable information security
practices as identified in International Organization for Standardization 27001 (ISO/IEC 27001) (or a substantially
equivalent or replacement standard) or other authoritative sources (e.g. SSAE 18, SOC1, SOC2).

4.Independent Assessments. On an annual basis, Box has an independent third-party organization conduct an
independent assessment consisting of a Report on Controls at a Service Organization Relevant to Security, Availability,
Processing, Integrity, Confidentiality and/or Privacy (SOC2 Type Il) or such other assessment at its sole discretion (e.g.
ISO 27001 Certificate or SOC1 Type Il Report). Additionally, Box undergoes regular penetration testing from
independent third parties at least on an annual basis.

5. Information Security Policies. Box will implement, maintain, and adhere to its internal information security and
privacy policies that address the roles and responsibilities of Box’s personnel, including both technical and non-technical
personnel, who have direct or indirect access to Content in connection with providing the Box Service. All Box personnel
with access to Content will receive annual training on Box’s ISMP.

6. Information Security Infrastructure.

a. Access Controls. Box will ensure appropriate access controls are in place to protect Content. Box agrees that it shall
maintain, throughout the Term of the Agreement and at all times while Box has access to or possession of Content,
appropriate access controls (physical, technical, and administrative) and shall maintain such access controls in
accordance with Box’s policies and procedures.

b. Encryption. Box will encrypt Content at rest within the Box Service. Box will use at a minimum AES algorithm for
encryption of Content at rest with a default value of 256-bit strength. For Content in transit to and from the Box
Service, Box agrees to use encryption unless Customer uses a method of transmission or feature which does not
support encryption (such as unencrypted FTP, email, etc.).

c. Network and Host Security. Box has network intrusion detection and firewalls in place. Box uses reasonable efforts
to ensure that Box Service operating systems and applications that are associated with Content are patched or
secured to mitigate the impact of security vulnerabilities in accordance with Box’s patch management processes.

d. Data Management. Box has adequate information security infrastructure controls in place for Content obtained,
transported, and retained by Box for the provision of the Box Service. Box will destroy, delete, or otherwise make
irrecoverable Content upon the disposal or repurposing of storage media containing Content. Content is logically
separated from the content of other Box customers.

Notwithstanding the foregoing, Customer understands and acknowledges that Customer will be solely responsible for
implementing and maintaining access and security controls on its own systems.

7. Security Breach Management.

a. Notice. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate with Customer’s
reasonable requests for information regarding any such Security Breach, and Box will provide regular updates on
the Security Breach and the investigative action and corrective action taken. “Security Breach” means unauthorized
access to Customer’s Content.

b. Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at its own expense: (i)
investigate the actual or suspected Security Breach; (ii) provide Customer with a remediation plan to address the
Security Breach and to mitigate the incident and reasonably prevent any further incidents; (iii) remediate the effects
of the Security Breach in accordance with such remediation plan; and (iv) reasonably cooperate with Customer and
any law enforcement or regulatory official investigating such Security Breach.
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8. Business Continuity and Disaster Recovery. Box implements and maintains business continuity and disaster recovery
capabilities designed to minimize disruption of providing the Box Service to Customer. Box shall review its business
continuity and disaster recovery plans on at least an annual basis and update such plans, as needed. Further, Box will,
at its discretion, perform annual testing of its business continuity and disaster recovery capabilities and provide to
Customer, upon written request, a summary of Box’s business continuity and disaster recovery capabilities, including
related testing performed during the last year.

9. Subcontractors. Box will make reasonable efforts to ensure that subcontractors meet Box’s security and privacy
standards, to the extent applicable to their scope of performance, including ensuring that all persons authorized to
perform services on behalf of Box have agreed to an appropriate obligation of confidentiality. Box, at its sole discretion
and in accordance with its vendor management program, will perform periodic vendor assessments for security and
privacy.

34/36—



box

B#E B
Box X2 UT 4 BE

LEW, REXaV 7 s fEEL, ARABROOZKYMFICARBEE T oY ERERBEHR, 7782 F
T AXBARD BRGET 72012 Box Mifi7c L DMERF T 2t X 2V 7 4 7 /7 AB L OEHREX 2V 7
4 AT THEHZOWTE#H L TV 5,

2. BHREX 2 VT A BH IS T A, KEEAL T VY ERERT 7 BAZIIEANOREL, &
REWET DO OERMILDEREX 2V T BT 277 5 (LLF [ISMP) &\ 9) &, AFIHABKD
IR DT> THERF+5 2 & %, Box 13FEWT 5, ISMP X, 774NN —BLOTFT—4FtEX=l
T AT 72 D N EFAREICBIR T D 1AM ks K OMRMI O RO BT (TS E LE B LOT v 77— §
D,

3AEHE, Boxid, AEFa T YOEX 2 UT ¢, WMEMHBSIORIAMELRZET 200K E LEH
BT EI 2 FIEB L O R 2 B0 ANV TWA, Boxld, RAKIR. [ B (LA o [E B #27001 (
ISO/IEC 27001) (b LIZZAUCEERICHEEZETHY b LI IITHE > TR 2 HEYE) F 721345 AR
FNCFHT B EOMOMERH D Y — A (B : SSAE 18, SOC1, SOC2) IR ARV 7 1B TE2E
SFI 5,

4 MSTFAM, Boxld., BoxDHMOIHEIZ LY, XV F ¢, WAL WHEOA LT 27U T 4, FERE
BIXO/ EE3T 74N —IZBD Y B H 5 EBEZ AR 2NEKGNCET 23S (SOC24 A 71I)
MORAMSIEHE ., F 721, ZOMOFHE (] 2 I1XISO 2700178FE S L < 1ESOC1L ¥ A FIIRke) %, 14
1, M OE=FHEEICE ST S,  F7o, Boxid, D7e< &b UEICLE, M OFE =FHBEICX 5T
Y722 A7 A + (penetration testing) %3} 2,

5.8 Ex= VT 1 58, Boxid., Box¥—bEADOFMICEE L CTRBE 2> 7 UV ICEHEE ZIXMECT
7B AEAT HBox®D NE (HiTANB R X OFEHIN A B O F %2 ETe) O%ER X OEBFIC OV TEDZBox
HNOERE X2V T 4 FHBIOTITA R —RY v —2FfE L, fE Lol 5, KEEa T
NZT 7B R EAT HBoxDENED ., Box®DISMPIZEE I AHERIHELY ST 5,

6.FREX=2IVT 44T T,

a. 77 A, BoxiIARBE 2T Y OREEHERT B -0 T 7 2 Xl %2 EANT 5, Box
X, AR DT Y RS SO T 7t A AT 5, BoxlE., A FHHLK OZKIH
MHIEs & L0, BoxWABE 2L T o VT 7B RAERITEREEH LTWAREIC, (WERRY. 5l
BIOEHE L) @Y7 72 AHEEEET 2 &0 Z25NT, U7 7 & 2HlH %2, Box23a% i) T\
%78 R X OPHE FIBICHE - THERF 95 2 L ICRET 5,

b. BE5E4t. BoxiZ. BoxV —EFRIZBWTIREESN TWAKRFER 2T VY ZiEE{td 5, Boxit. &IEKE
BREEENTWARFEE T Y OREEARIZ, 2568 Y hDOFREEZT 7 4L ML L TAEST /LT
A hEMND,  Box¥r—EA~DEETR L OBoxtr—E 20D DEEFOARBEE 2T V2B L
Tl BB b Z VR — F LRWEEHE SIS WFTP, BT A —/L7eY) i s KEE
DRAWVWDOTRVIED | BEEbE WS Z L IZBoxIXRIET 5,

c. XY RNIT—IBIVERRIMNDEXF2UT 4, BoxiZ., 2v FT =V BABRHERLT7 7 AT U4+ —/V A&
ALTW3, Boxid, AEZE2T Y EOBENSH L2Box—EAHDOARN L —F 4 VTV RAT LB
FOT7T 7V =2 a rBBoxDO Ry FEHR T R o TNy FERITESFa2TIEND L HITT R
<, BB N EH->TND,

d. F—#%H, BoxiX, Box¥—t ADHRMED 0| Box NS, Btk K UMRFF 2 ABIE 227 710
BIL., BWUIREREx=2 T 4407 7HIBEZEAL TS, Boxld, AFEE T Y EKEHL T
DIRFIARZ ALy UE TSR T RO G E A E T 5 & X213, KR T Y 2B L, Hibk
L. 13 0METCKREICT S, AR T V1%, BoxOMOREED 27 0 L F4yRES
ns,

EREPDDOT, AEDY AT MR DT 7 v 2K L O X 2 U 7 1 filli#l 2 3256 L o4~ &
FHET, AEENFIMICA D 2Lz, KR THT S,

7. X2 )T A RBRESHE

a. WA, Boxl, ERINT—UDEX =27 RELZABRICESCHICEMT S, Boxid, £9 Ltk
a2 VT 4 BEICHEHTIHEROEMERD DABEEDOEEMERIZS U D, /2, Boxid, EXx=VU 7

35/36—



box

A RE7 B NS CTo A RTE R L OV IEHE ISR D i iz EiIcRett 75, exa V74
RE LI, KBE T UVY~ORET 7 A2 ERT 5,

b. ®&EB, Box’tX 2 T 4 REZHEBL T EAIT X2V T A BELZEBLTOWVWAIREHERHEZET
54, Boxid, BoxOEHAAH TROFBELZE D, () EEO, EHIEEERRDONDLI X2V T 117
EEHET DL L, () YT —XREA~OXUL, A 2T > OB L OE B2 R IED =D
DOUGEHE % AR T A2 L, (i) YEeXa2 ) T 1 BEICL > TRIFENDHES . YkE
FHENZHE > TR T A Z &, 2B NS

(v) RRE L OEBRNE %2 T 5L L bIT, Bkt X2 VT 1 RELMAET DEPITHE F 72 138
e IZT 5 L,

8. F MMM R L OKEFHRIH, Boxid, ABKITHT % Boxt—E ZADIRELZ FH/NRIZE W 2720 DFHE
fkfeEds & OV FAR (BRI 2 520 L 2> O#ERF L T, BoxiTdikpittds L K EEIFFI B2 D72 &b
FICIERE L, LEISCTO005BEETT5260 LT 5, SHIT, BoxiTHOHEIZLY | F3EHk
fetEds L O EFE IBRHI OFRT A 2R L, ARE»DOEMIC L L KROICEY | AIFICHE ST
A b BIEOEH A & T Box DS 3Rt K O HE INRH OB E 252~ 5,

9. T#%%E, Boxlid, Fi¥ENYHOEBOHIZIB N TBoxDEX =Y T 4 BEOT 7 A v —HHex
W= R BHEPE N EL D, T, Boxicfb> TH—E 22 £+ 5 2 L &FFshizd~To
ANEREE 22 FRFBICRAET D2 LG END, BoxiZZOHMOIRIZEY , XX —FHT 0 s F
D> TEF 2V T 4 BROT T A RIS 5~ 5 — 3l 2 E A I+ 5.

36/36v—



	EXHIBIT A
	別紙A
	3. Standards. Box incorporates commercially reasonable and appropriate methods and safeguards to protect the security, confidentiality, and availability of Content. Box will, at a minimum, adhere to applicable information security practices as identif...
	4. Independent Assessments.  On an annual basis, Box has an independent third-party organization conduct an independent assessment consisting of a Report on Controls at a Service Organization Relevant to Security, Availability, Processing, Integrity, ...
	5. Information Security Policies. Box will implement, maintain, and adhere to its internal information security and privacy policies that address the roles and responsibilities of Box’s personnel, including both technical and non-technical personnel, ...
	6. Information Security Infrastructure.
	a. Access Controls. Box will ensure appropriate access controls are in place to protect Content. Box agrees that it shall maintain, throughout the Term of the Agreement and at all times while Box has access to or possession of Content, appropriate acc...
	b. Encryption. Box will encrypt Content at rest within the Box Service. Box will use at a minimum AES algorithm for encryption of Content at rest with a default value of 256-bit strength.  For Content in transit to and from the Box Service, Box agrees...
	c. Network and Host Security. Box has network intrusion detection and firewalls in place. Box uses reasonable efforts to ensure that Box Service operating systems and applications that are associated with Content are patched or secured to mitigate the...
	d. Data Management. Box has adequate information security infrastructure controls in place for Content obtained, transported, and retained by Box for the provision of the Box Service. Box will destroy, delete, or otherwise make irrecoverable Content u...
	Notwithstanding the foregoing, Customer understands and acknowledges that Customer will be solely responsible for implementing and maintaining access and security controls on its own systems.
	7.  Security Breach Management.

	a. Notice. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate with Customer’s reasonable requests for information regarding any such Security Breach, and Box will provide regular updates on the Security Breach and t...
	b. Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at its own expense: (i) investigate the actual or suspected Security Breach; (ii) provide Customer with a remediation plan to address the Security Breach and ...
	8. Business Continuity and Disaster Recovery. Box implements and maintains business continuity and disaster recovery capabilities designed to minimize disruption of providing the Box Service to Customer. Box shall review its business continuity and di...
	9. Subcontractors. Box will make reasonable efforts to ensure that subcontractors meet Box’s security and privacy standards, to the extent applicable to their scope of performance, including ensuring that all persons authorized to perform services on ...

	3. 標準。Boxは、本顧客コンテンツのセキュリティ、秘密性および利用可能性を保護するための商業上合理的でかつ適切な方法および対策を取り入れている。Boxは、最低限、国際標準化機構の国際標準27001（ISO/IEC 27001）（もしくはこれに実質的に同等でありもしくはこれに取って代わる標準）または本利用規約に記載するその他の権威あるソース（例：SSAE 18、SOC1、SOC2）における情報セキュリティ慣行を遵守する。
	4. 独立評価。 Boxは、Boxの単独の裁量により、セキュリティ、可用性、処理のインテグリティ、秘密保持および／またはプライバシーに関わりがある業務受託会社における内部統制に関する報告（SOC2タイプII）から成る独立評価、または、その他の評価（例えばISO 27001認証もしくはSOC1タイプII報告）を、1年に1度、独立の第三者機関に実施させる。  また、Boxは、少なくとも1年に1度、独立の第三者機関による定期的な侵入テスト（penetration testing）を受ける。
	5. 情報セキュリティ方針。Boxは、Boxサービスの提供に関連して本顧客コンテンツに直接または間接にアクセスを有するBoxの人員（技術人員および非技術人員の両方を含む）の役割および責務について定めたBox社内の情報セキュリティ方針およびプライバシーポリシーを実施し、維持しかつ遵守する。本顧客コンテンツにアクセスを有するBoxの全人員が、BoxのISMPに関する年次研修を受ける。
	6. 情報セキュリティインフラ。
	a. アクセス制御。Boxは本顧客コンテンツの保護を確保するために適切なアクセス制御を導入する。Boxは、本顧客コンテンツを保護するために適切なアクセス制御を確保する。Boxは、本利用規約の契約期間中はもとより、Boxが本顧客コンテンツにアクセスまたは占有を有している間常に、（物理的、技術的および管理上の）適切なアクセス制御を維持すること、ならびに、当該アクセス制御を、Boxが設けている方針および所定手順に従って維持することに同意する。
	b. 暗号化。Boxは、Boxサービスにおいて保存されている本顧客コンテンツを暗号化する。Boxは、最低限、保存されている本顧客コンテンツの暗号化に、256ビットの強度をデフォルト値としてAESアルゴリズムを用いる。  Boxサービスへの伝送中およびBoxサービスからの伝送中の本顧客コンテンツに関しては、暗号化をサポートしない送信方法（暗号化されないFTP、電子メールなど）または機能を本顧客が用いるのでない限り、暗号化を用いることにBoxは同意する。
	c. ネットワークおよびホストのセキュリティ。Boxは、ネットワーク侵入探知策やファイアウォールを導入している。Boxは、本顧客コンテンツとの関連があるBoxサービス用のオペレーティングシステムおよびアプリケーションがBoxのパッチ管理プロセスに従ってパッチまたはセキュア化されるようにすべく、合理的努力を払っている。
	d. データ管理。Boxは、Boxサービスの提供のためにBoxが取得、移送および保持する本顧客コンテンツに関し、適切な情報セキュリティインフラ制御を導入している。Boxは、本顧客コンテンツを格納している保存媒体を処分しまたは当該保存媒体の用途を変更するときには、本顧客コンテンツを廃棄し、削除し、またはその他復元不能にする。本顧客コンテンツは、Boxの他の顧客のコンテンツと論理上分離される。
	上記にかかわらず、本顧客のシステムに係るアクセス制御およびセキュリティ制御を実施しかつ維持すべき責任は、本顧客が単独に負うことを、本顧客は了解する。
	7.  セキュリティ侵害管理

	a. 通知。Boxは、確認された一切のセキュリティ侵害を本顧客に速やかに通知する。Boxは、そうしたセキュリティ侵害に関する情報の提供を求める本顧客の合理的要求に応じる。また、Boxは、セキュリティ侵害ならびに講じた調査措置および是正措置に関する最新情報を定期的に提供する。「セキュリティ侵害」とは、本顧客コンテンツへの不正アクセスを意味する。
	b. 改善。Boxがセキュリティ侵害を認識しておりまたはセキュリティ侵害を認識しているべき理由を有する場合、Boxは、Boxの費用負担で次の措置を取る。(i) 実際の、または発生が疑われるセキュリティ侵害を調査すること。(ii) 当該データ侵害への対処、インシデントの軽減および合理的な再発防止のための改善計画を本顧客に提出すること。(iii) 当該セキュリティ侵害によって及ぼされる影響を、当該改善計画に従って軽減すること。ならびに
 (iv) 本顧客との合理的協力をするとともに、当該セキュリティ侵...
	8. 事業継続性および災害復旧。Boxは、本顧客に対するBoxサービスの混乱を最小限にとどめるための事業継続性および災害復旧体制を実施しかつ維持している。Boxは事業継続性および災害復旧計画を少なくとも年に1回見直し、必要に応じてかかる計画を更新するものとする。さらに、Boxは自己裁量により、事業継続性および災害復旧体制の年次テストを実施し、本顧客からの書面による求めにより、前年に実施されたテスト関連の情報を含むBoxの事業継続性および災害復旧体制の概要を提示する。
	9. 下請業者。Boxは、下請業者が当該の業務の範囲においてBoxのセキュリティおよびプライバシー基準を満たすべく合理的努力を払う。これには、Boxに代わってサービスを実施することを許可されたすべての人員が適切な守秘義務に同意することが含まれる。Boxはその単独の裁量により、ベンダー管理プログラムに従ってセキュリティおよびプライバシーに関連するベンダー評価を定期的に実施する。


