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BOX SERVICE AGREEMENT

(v07162019JPN)

BOX #— " A F| FI#%

(v07162019JPN)

This Box Service Agreement is entered into by and between,
Box.com (UK) Ltd, a company registered in England and
Wales (company number 08097316) (“Box”) and the
customer identified in the corresponding Order referencing
this Agreement (“Customer”). Box and Customer are

sometimes referred to herein individually as a “Party” and

together as the “Parties.”
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This Agreement is effective and Customer agrees to be
bound by its terms upon execution by Customer of the
initial Order for the Box Service (“Agreement Effective

Date”).
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For good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the Parties

agree as follows:
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Section 1 Definitions
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Capitalized terms not otherwise defined elsewhere in this

Agreement shall have the following meaning:
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“Account(s)” means the User account(s) created by a User
for itself or on behalf of Customer (including all accounts
created by or for Customer’s Administrators, Managed

Users, or External Users) to use the Box Service.
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“Administrator(s)” means a person designated by
Customer to have an Account with the authority to utilize
the Administrative Console(s) to create and manage

Accounts associated with Customer.
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“Administrative Console” means the functionality within
the Box Service that allows Customer to manage User
access, security and other administrative functionality for
Accounts and where Customer shall receive updates or

notifications for its Accounts and the Box Service.
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“Agreement” means this Box Service Agreement (including

its Exhibits) together with all Orders and addenda which are
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entered into between Box and Customer.
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“API” means the application-programming interface used
by Customer to access certain functionality as provided by

Box.
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“Box Reseller” means an entity that has entered into an
agreement with Box that, among other things, authorizes
the entity to resell the Box Service and, if applicable, provide

certain services.
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“Box Service” means the cloud-based content collaboration

software-as-a-service application provided by Box

(including any Box Software) and subscribed to under an

Order.

Box —E R L, Box NI 257 70 REID
YT aZ R b— 3 SaaS (software-as-a-service)
7TV = ary (Wil Box VT MU =T mEie)
ThoT, AEEPBEFIESWHWTIAT LT 7Y
F—varEEkT s,

“Box Software” means optional software provided by Box
for installation on a User’s device or accessed by Users from
the Customer’s or User’s software, hardware or other
device(s) and that allows a User to use certain functionality

in connection with features of the Box Service.
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“Content” means the electronic documents uploaded by

Users into Customer’s Box Service account.
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“Customer Domain” means any and all internet domains
registered, owned or controlled by Customer and which is
associated with an email address used by one or more Users

to register an Account.
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“External User(s)” means a person who is permitted to
access, store, retrieve or manage Content with a Managed
User, and whose account was registered using an email

address that is not associated with a Customer Domain.
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“Malware” means viruses, worms, time bombs, Trojan
horses and other malicious code, files, scripts, agents or

programs.
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“Managed User(s)” means a person who is permitted to
access, store, retrieve or manage Content, and is associated

with a Customer Domain.
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“Order” means the separate executed document(s)
under which Customer subscribes to the Box Service,
products or services pursuant to this Agreement and has
been agreed to in writing by the Parties or as agreed to

between Customer and Box Reseller.
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“Service Level Commitments” means the service level

commitments set forth in Exhibit A.

P—ERVL_raIy bAV R ST, B AGEHE
DY —ERAL~YLaIy M AV FEEKRT S,

“Subscription Period” means the duration of Customer’s
subscription to the Box Service commencing on the service
start date of the Order and continuing for the period up to
the service renewal date or end date as specified in the

applicable Order.

IAHIR] &%, BEEFICBWTEDLILTWD Y
— BRI HIZHED , BRBEEFICBWTED LI
TVWHH—ERATHHEITKET B E Thi< . AR
2% Box B — B RITHA L CTW DA 2 ERT 5,

“Support Services” has the meaning set forth in Exhibit A.
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“Term” has the meaning set forth in Section 11.1.
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“User(s)” means, collectively, any Administrator, Managed

User or External User.
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“User Guide” means Box’s then current published

document specifying the functionality of the Box Service

that is made generally available by Box to its customers or
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2.1 Access Grants. 2.1 T 7 AMEDFT 5

2.1(A) Box Service Subscriptions. Subject to the terms and
conditions of this Agreement Box shall: (a) make the Box
Service available to Customer during the applicable
Subscription Period; (b)allow Administrator(s) to access
and use the Administrative Console to create and
administer Accounts registered to Customer; and (c) allow
Users to store, retrieve, collaborate and share Content
through the Box Service in accordance with the subscription

plan and quantities purchased under the applicable Order.
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Customer’s ability to use the Box Service and deploy
Accounts is subject to the limits of the applicable Order and
product feature matrix (“Order Limit”). For the avoidance
of doubt, Accounts for (i) Managed Users and (ii) External
Users which are deployed, created or directly managed by a
Customer Administrator each count towards Customer’s
Order Limit. Box may restrict or limit Customer’s ability to

deploy additional Accounts above the Order Limit.

2.1(B) API Access. Subject to the terms and conditions of this
Agreement, Customer shall have a non-exclusive right during
the applicable Subscription Period to incorporate the API
into any application used by or on behalf of Customer for the
sole purpose of accessingthe Box Service or accessing
certain functionality of the Box Service, provided that such
access is limited to the amount of API calls purchased by

Customer in the applicable Order.

2.1(C) Overages. During the Subscription Period, Box may
provide Customer with a report identifying the number of]
Accounts (or other usage) that, at any time, exceeds the
Order Limit, and Box (or Reseller, if applicable) may provide
Customer with an Order for the additional required
purchases (“Expansion Service Order”). Customer shall
promptly (butin any event within thirty (30) days of receiving|
such Expansion Service Order) either: (a) execute the
Expansion Service Order; (b) increase the Order Limit]
through an alternate purchase method provided by Box (e.g.
the “Add Seats” function in the Admin Console, if available to

Customer); or (c) permanently delete the excess Accounts or|

other applicable activity.
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2.2 Acceptable Use of the Box Service. Customer’s

use of the Box Service shall conform with the allocations and
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amounts and the features and functionality of the Box
Service plan subscribed to in the applicable Order (and as
set forth in the product feature matrix). Customer agrees
that it shall not transfer, rent, resell, charge or otherwise
commercialize any use of the Box Service. Customer agrees
that it is solely responsible for Users and Content.
Customer agrees not to use or permit the use of the Box
Service: (a) to communicate any message or material that is
defamatory, harassing, libelous, threatening, or obscene;
(b) in a way that violates or infringes upon the intellectual
property rights or the privacy or publicity rights of any
person or entity; (c) in any manner that may be unlawful or
give rise to civil or criminal liability; (d) in any manner that
is likely to damage, disable, overburden (exceeding the fair
use policy), impair the Box Service or interfere in any way
with the use or enjoyment of the Box Service by others; (e)
to introduce any Malware or other malicious activity in User
Account(s); or (f) in violation of any applicable export law or

regulation.
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23 Suspension of User Access to Service. Box
may suspend a User’s Account or remove or disable any
Content which Box reasonably and in good faith believes is
in violation of this Agreement or any applicable laws or
regulations. For the avoidance of doubt, Box’s right to
suspend a User’s Account or remove or disable access to
Content is on a User-basis and does not extend to
Customer’s entire User base. Box agrees to provide
Customer with reasonable notice of any such removal,
suspension, or disablement before its implementation
unless immediate removal, suspension, or disablement is
necessary to comply with legal process, regulation, order or

prevent imminent harm to the Box Service or any third
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party, in which case Box will notify Customer to the extent

allowed by applicable law of such removal, suspension or
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Section 3. Non-Box Applications and Services. H3%k BuxPANOT TV Hr—varyrBIUOY—E X

Box may make available to Customer or Users optional
third-party applications, services or products, which are
licensed by their provider to Customer or Users, for use in
connection with the Box Service (“Third-party Products”).
Customer acknowledges that if Customer chooses to utilize
Third Party Products, Box will give effect to Customer’s
instruction as needed and as it relates to Customer use of
such Third Party Products. Customer’s use of any Third-
party Products and any exchange of any information
between Customer and third-party provider is solely
between Customer and the applicable third-party provider.

Box makes no warranties of any kind and assumes no

liability whatsoever for Customer’s or User’s use of such
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Section 4. Content Security; Data Privacy FTak TRV T 4 T—HTITAN
\"/u——

4.1  Security. During the Term of this Agreement, Box | 4.1 X2V T4 AF FHHLR D 225 111

will implement and maintain commercially reasonable
administrative, physical and technical safeguards and
measures to protect against unauthorized access to
Content. Such security program will conform to the Box
Security Exhibit attached hereto as Exhibit B, and is further
described in Box’s most recent Service Organization Control
1 (SOC1) and Service Organization Control 2 (SOC2) Type I
audit reports (or substantially similar industry-standard
reports) (collectively referred to as “Audit Reports”).  Box
will maintain the Audit Reports during the Term and will
provide a copy to Customer once per year upon Customer’s
written request. During the Term, Box will not materially

diminish the protections provided by the controls set forth

in Exhibit B and the then-current Audit Reports.
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4.2 Content Storage Location. The Box Service is
provided from the United States and Content is stored in
the United States. Notwithstanding the foregoing,
Customer understands that nothing herein prohibits: (a)
Users from accessing the Box Service, including Content,
outside of the United States (subject to applicable law); and
(b) processing information outside of the United States by
Box. Box has certain products and features that enable
storage or processing of Content outside of the United
States and those products or features shall be subject to
separate terms and conditions as may be agreed to

between the Parties.
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4.3  Data Protection and Onward Transfer of Data. In
the course of providing the Box Service, Box may Process (as
defined below) Personal Data (as defined below) that is in
Content (“Customer Personal Data”) on behalf of Customer
and, in such event, Customer instructs Box to Process
Customer Personal Data: (a) to provide the Box Service (in
accordance with the features and functionality of the Box
Service); (b) to enable User initiated actions on the Box
Service; (c) as set forth in the Agreement or applicable
Order; and (d) as further documented by a mutually agreed
upon written instruction given by Customer and accepted
by Box. The Parties agree to comply with the applicable
Data Protection Legislation (as defined below) for onward
transfer of Customer Personal Data. Box will maintain,
during the Subscription Period, a legally recognized method
for onward transfer of Customer Personal Data such as
Binding Corporate Rules for Processors, or other
substantially similar mechanism as may be required by
applicable law. “Process” means any operation or set of
operations performed upon the Customer Personal Data,
whether or not by automatic means, including collection,
recording, organization, use, transfer, disclosure, storage,
manipulation, combination and deletion of Customer
Personal Data. “Personal Data” means any information
relating to an identified or identifiable individual. “Data

Protection Legislation” means the laws and regulations of
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European Union, the European Economic Area and/or their
member states, Switzerland and/or United Kingdom
applicable to the Processing of Customer Personal Data
under this Agreement the General Data Protection

Regulation 2016/679.
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Section 5. Customer Responsibilities

5k ABEOERE

5.1 Establishment of Accounts. Customer will
promptly appoint an Administrator for the Administrative
Console and such Administrator shall be responsible for:
(a) configuring the settings of the Box Service (b) managing
any Customer devices and systems (c) assigning and
managing of User Accounts and (d) enforcing and
managing User access controls and permissions in
accordance with Customer’s own policies and applicable
law and regulations. Customer will ensure that Managed
Users do not share their password with any other person
or permit any other person to log on as such Managed
User. If an External User directly managed by Customer
belongs to a third party which controls that External User’s
email address, and such third party establishes a direct

relationship with Box, then Box may require the transfer of
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such External User into that third party’s Box Service A

account.

5.2  Content. Customer will: (a) be solely responsible | 5.2 ZIIEE’E:I VTV KEEEIL. () AREE o
for the nature, quality and accuracy of the Content; YT OMWE, WEB X OIEMMEICOWTHEITTE
(b) ensure that the Content complies with the terms of this | {E& AV, (b) NEE 2T Y RAFABKN B L O

Agreement and all applicable laws and regulations;

(c) promptly handle and resolve any notices and claims
relating to the Content (e.g. take-down notices pursuant to
the Digital Millennium Copyright Act); and (d) ensure that it
has the rights to the Content in order to grant Box the rights
contemplated by this Agreement. Notwithstanding
anything to the contrary, Box has no liability to Customer or
any third party for any reason as a result of: (i) any
unauthorized disclosure or access to a User’s Account or
Content as a result of Customer’s or a User’s misuse of the
Box Service or loss or theft of any User password or

username, except to the extent resulting from Box’s

negligence or willful misconduct; (ii) any deletion,

TRCOBAERTZBETT D2 & ZHER L,
BT VIZBRT D D18 L URE
ZAX, TYUHNI V=T LEAEHEEICHE O HIBREER
(take-down notice) ) Z <L/ ALERIS K UYIFR

L. 2D, (d) AFI BT Box 12 TiE SV HEF &
Box MTIETE 2 K HI2, ABENABE 2T Y
(CIROMERN AT D MR DOLT D, Zh
RIRDEDNH>TH, Boxld, W72 5HHICL-
ThH, UTFOFHOMERL LT, NEEEITH=F
IZXF L TR D EEE bADRNED LT 5,

(i) ABES L Z2—HF—I2 X2 Box h—E 2D
HAofRELTEL, Fhida—F—D AT —F}
L<iFEa—Y =4 DiHEKD D WVITHEHORM R L LTHE

(c) AgH
< (i
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destruction, damage or loss of Content caused by or at the
direction of Customer or a User; or (iii) any failure of
Customer to maintain adequate security or virus controls in

any devices used to access the Box Service.

Uiz, 2= —DT7 I bHDIWVIEIABE 2TV
Y OARERREITZAUTKT HARET 7R (Box
DiEkd L < THEICERT 25613k | £203
(i) AFED LT —F =2 Tndr0EIHRE., £
TRIFABE D L T2 —F—DRICE > TETT,
KEFx a7y OflkR, BEE, BEL L IETHAK,
(i) Box "—E A~DT 7 ¥ AfF T 5T /31 AT
T xX 2 VT A MR ETLLTA NV ARREH T2
o Te AR EAM D 5k,

5.3 Notification of Unauthorized Use. Customer will
promptly notify Box in writing of any unauthorized use of
any Account, Content or the Box Service that comes to
Customer’s attention. In the event of any such
unauthorized use by a third party that obtained access to
the Box Service directly or indirectly through Customer or
any User, Customer will take all steps within Customer’s
control as reasonably necessary to terminate such
unauthorized use and will provide Box with such
cooperation and assistance related to any such

unauthorized use as Box may reasonably request.

5.3 RIEME A D PN AN
KOMDEZALRoTTHY Y N, KR TV
Y F 7213 Box — B A D W) R B AR ERHIZ W T,
Box (Zxf LEHNZ L D s Tla T 26D &35,

WYEEAEFAA, AEED L Za—F—%2@B L TH
PEE T2 IIIEIC Box b — B A~DT 7 A BB =
FIZL D56, ABEZ, S AERNRZEIET 57
DIZHENC LB T o T, ABEE DD K
SHFANICH LT X TOHELZHLLBDE L,

7o MUEAEFRAIZEE LT Box BAERIIZR D 5 1
HB L ORI Box (2T 2 LD L5,

Section 6. Support and Service Level

Commitments. Exhibit A to this Agreement sets forth the
Support Services and the Service Level Commitments for

the Box Service during the Term.

ek VAR —FBIUH—ERL~LaIy bR
AR OB A ITIT, ROHIR Tk
% Box —EZXDARYR— b —E 2B LN —F
AL~La Iy AV MREEH I TS,

v b

Section 7. Warranty and Disclaimer

Tk HRIEBIOER

7.1 Box Service Warranty. Box warrants, that during
the Subscription Period, the Box Service purchased under
the applicable Order will perform substantially in
accordance with the functions specified in the User Guide
when used in a manner that conforms to the terms and
conditions of this Agreement and the User Guide. Subject
to the notice and cure provisions of Section 11.3
(Termination for Cause), Customer’s sole and exclusive
remedy and Box’s entire liability for a breach of this
warranty shall be for Box to use commercially reasonable

efforts to modify the Box Service to substantially perform

the functions specified in the User Guide. If Box is unable to

7.1 Box ¥ — B RICBHT HRFE AFIHBUKIF K
Va—HPF—T A FOLEIHEAT HEERE T Box — &
2z FHT 256 MABIRP, 8487 23 EFICK
SEBPEAEND Box F—E AN —HF—T A RITED
BAIL TV DEREICFENNE > TRITT D & %,

Box (IPRAET D, 5 11.3 5 (IEX7RBLHIZ K 2 5H0M%
BR) ICHBWTED D - BIESELZAEE LT, Y
FRREICE L7254, Box [X, Box h—E A =2—
P—TA FITHE STV AEERE 2 FRE RN EITT S
£ 91T Box Br—E R EZEET N fG¥E LA RE )
O bDET LN, TNEARBEIZEZ DD ME—
DI OPAA 22 B L O Box A D BEEE T 5,
Box N YURZEERIMREZE L TR oo,

11.3 5 (IEEHZRPRHIC X 28 1B W TED D
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restore such material functionality, subject to the notice
and cure provisions of Section 11.3 (Termination for Cause),
Customer shall be entitled to terminate the applicable
Order and receive a pro-rated refund of the fees pre-paid by
Customer for the corresponding unused portion of the
Subscription Period. The warranties set forth herein are

made to and for the benefit of Customer only.

et - HIERUEICIEV, ABEIL, YT 2R EEL
fRER L. 22D, ARBENHHAN LB O 9 BRI

DIMAHENFIE D0 DR L 22T 5 2 ENTE
%o AFIMBRNCFERT D RAEIE, ABEICH LTD
Hy Flo, REOHZZHEL L TRENLHBDT
%,

7.2 Mutual Warranties. Each Party represents and
warrants to the other that: (a) this Agreement has been
duly authorized, executed and delivered and constitutes a
valid and binding agreement enforceable against such Party
in accordance with its terms; (b) no authorization or
approval from any third party is required in connection with
such Party’s execution, delivery or performance of this
Agreement; and (c) the execution, delivery and
performance of this Agreement does not violate the terms
or conditions of any other agreement to which it is a party

or by which it is otherwise bound.

7.2 HEDOLHIE FWMHEEFIL, TS
LTUUTOZ & A2RAB LORIET D,
m)ﬁﬂ%ﬁ%@mﬁm ffkB Lomfran<
BY ., FOREIES TYZYFEZ T3 LIREIEITT
%5ﬁmfﬁﬁﬁ®%é KIS D Z &

(b) MM FEIT L DAFIHBK ORERE, 2T F721%
JEATIZREE L TV D55 =3 0 b OF s £ 72 13K
FRETHDZ &, BT

(c) AFIHBK OFERE, 223 LOVEITIZ, A
HHETHOLMDOEK DKM, £721X, ZOMBECEH
KA DD DAL L 722 &

(%S

IJ‘LA‘ N

7.3 Customer Warranties. Customer represents and
warrants to Box that: (a) Customer or its licensors own all
right, title and interest in and to the Content as necessary in
order to grant the rights to Box contemplated by this
Agreement; (b) the Content does not violate privacy or
publicity rights; and (c) the Content is not unlawful or

otherwise gives rise to civil or criminal liability.

7.3 RBEIZ L HRFE ABA% L. Box
UTFDZ & z2RKH B XORIET 5,

(a) AR ETILZD T A &P —1F, ARSI
Ko TRKEN TV DHEF]Z Box IZfF 57 5 72Dl
e, KB T VKT 2T X TOHER], MR
BLOHERZALTNDZ &,

(b) NEE LT U INETTA N —HEE T IT
VT AMEERRELRNWI L ROV

(c) A= T I IEETRLS . ZOMRFEE
FIRFMEEEERESEDLILOTHRNI &

WIZxf LT

7.4 Disclaimer of Warranties. EXCEPT AS PROVIDED
IN THIS SECTION 7 AND 9.3, TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, NEITHER PARTY MAKES
ANY (AND EACH PARTY SPECIFICALLY DISCLAIMS ALL)
REPRESENTATIONS OR WARRANTIES OF ANY KIND,
WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE,
INCLUDING, WITHOUT LIMITATION, REPRESENTATIONS,
WARRANTIES OR CONDITIONS: (A) ARISING OUT OF ANY
COURSE OF PERFORMANCE, COURSE OF DEALING OR

USAGE OF TRADE; (B) OF: (1) SATISFACTORY QUALITY; (1)

7.4 REEDEFB AEITEFBLUE 3L
WCHET 2 RELERE, BABCIVHFEShIRKR
OFEIZBNT, WTNOYEE L, RN, BR
B, IBE. ZOMTHEI0CrdrbbT, LTE2Ete
BIZNHIZREISNRD, WRIEEDVH»RDHR
AEIIMRIELET, ELUFFXTRTORABLIT
TRAE A RIICERFRT 5,
UTbETHERHA, RiEdD DV IT5MH

(A) BATHRE. WGBTS
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FITNESS FOR A PARTICULAR PURPOSE; (IIl) NON-
INFRINGEMENT; OR (IV) INTEROPERABILITY WITH THIRD-
PARTY PRODUCTS OR SERVICES; (C) THAT THE BOX SERVICE
WILL BE UNINTERRUPTED, ERROR-FREE OR FREE OF
HARMFUL COMPONENTS; AND (D) THAT THE CONTENT
WILL BE SECURE OR NOT OTHERWISE LOST OR DAMAGED .
SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF
IMPLIED WARRANTIES. IN SUCH AN EVENT, THE ABOVE
EXCLUSION WILL NOT APPLY SOLELY TO THE EXTENT
PROHIBITED BY LAW.

(B) () ROV ME. () FED B ~DHEE
. (INERIORREDOBRRORIE, HH5VII(v) B
EZEBEH S VI —EROMEEAY (0) Box ¥
—ERIIHEET, =57 —032<, bLLIXEER2
VR—R Y bRV & OERFE

(D) KBFEaVTUVIIRETHY, HRH LXK
BIE LW & DR
BTRRIEOHERBHE SN2 WEE OB L
%, EDOHRE. U EORIEOHERIL, HBRIC LV &Ik
ENHMETOLBHINRNbD LT B,

Section 8. Proprietary Rights

Hek  HEERIHER

8.1 Content Ownership by Customer. As between
Customer and Box, Customer or its licensors own all right,
title and interest in and to the Content. Customer hereby
grants Box the right to transmit, process, use and disclose
the Content solely to provide the Box Service to Customer

or any User or pursuant to this Agreement.

RBEEORBE AT IR DA
A% & Box & DM TIE, AR F-I1TE
DIA Y=, KEERAT VIIxT 59T
DOMER|, HEJRIB L OMERS 2 5. AKX, Box (T
L. Box P—ERAZAREE S L T—¥ —iThflt
55 HEE T2 I3AZKNCAE 5 BRIZIRY | A& =
T U EARRE, AEE, R X OB T D HER 2
T5,

8.1

8.2 Ownership of Box Service by Box. As between
Box and Customer, Box or its licensors own and reserve all
right, title and interest in and to, including any
improvements or derivatives, the Box Service, the Box
marks and other items used to provide the Box Service,
other than the access rights expressly granted to Customer
in Section 2.1 (Access Grant). No title to or ownership of
any proprietary rights related to the Box Service is
transferred to Customer or any User pursuant to this
Agreement. All rights not expressly granted to Customer
are reserved by Box. Box reserves the right, in its
reasonable discretion, to change or require Customer to
change its Box Service user ID and any custom or vanity
URLs, custom links, or vanity domains Customer may obtain
through the Box Service with notice to Customer. In the
event that Customer makes suggestions regarding any
features, functionality or performance that Box adopts for
any of its products including the Box Service (expressly
excluding Customer Confidential Information), such

features, functionality and performance shall be deemed to

8.2 Box @ Box ¥ —E RIZxT BPFTHME Box &
K%K & O TIX, Box £7213Z2D T A =03,

Box #h—E A, Box DIE#E, 3LV Box h—E XD
HDTZDIHEH SN D EDOMDE D (WD 5 W EY)
FTT RS 2 3 Te) 16 2T ORI,
MEIRS LOMESR [ 215 (T 7 B AMEDRHE) TA
BRI\ L TR B S 7 7 & AHEITER< ]
AL, INBEEIRT 5, Box —ERIZERT S
A PERIRERNC KT 2 W72 DHER E T I XA HED . AR
FIRBANCAE > TRBE /T2 —F—ITBIE L 22

Wy KBEFICHI RN 5 SR X TOMER %

Box [ZBRT 5, Box L, Z DA E CARK
~DOEHE S > T, ANEED Box —E A% 1@ U TH
B9 5. Box — B RIZEIT DAHE D2 —HY—ID,

HAZLURL, /S=T 4 URL, BWAZ LY 7 H 1<
FN=T S AL VEER L, LI E2EETT
D & O ARBFIZERT MR 2 BT D, BHO DM
(Box —E A Z&ETe) |2 Box 2AELA LTV D45

PE L BEBEE T IIMEREIC BT DR (REE OE G
WITXHURINZ RN D) BARBED D b

11/44X—




box

be automatically assigned under this Agreement to Box, and

shall become the sole and exclusive property of Box.

B, UZEE | BRRER L OWEREIE, AR EE
& Box [CHEMWIISREE S Lo &L A7 S, Box 28 HE
MTHEATLOMELRDBDLET D,

Section 9. Training or Consulting Services Fo%k o —=u kR ar AT v TP —
B X

9.1 General Terms. Customer may wish to receive 9.1 A KREZIL, FHAEIZEEINT-1EE

certain services of a professional, educational, operational | BA#IE: (LLF TsOW] LW o) F3id 2R EE

or technical nature (collectively, “Consulting Services), as
further described in a mutually agreed upon Statement of
Work (“SOW”) or as otherwise outlined in the applicable
Order. Each SOW will include, at a minimum: (a) a
description of the Consulting Services and any Box Materials
(as defined below) to be provided to Customer; and (b) the

scope of the Consulting Services.

IRk EnTWs —EDF a7y afrd—E
A, BEYV—E A, EHP—EREEHMN R
(ZNHERHLTUT lavdarsr sy 79 —¢
R L)) ORMEZITLZLEAMET LI LNT
E D, 4 SOW (ZITRIKIR, (a) A% (TR ~x =
VYT 4 T —E R BN Box v T U 7L
(LAFL OHHAB IR (b) 2oV LT 7
P—EZXOFHADNTEH SN Db D LT D,

LEFR)

9.2 Box Materials. Box shall own all rights, title and
interest in and to the documentation, templates, training
materials, recordings and other items (collectively the “Box
Materials”) Box may provide to Customer as part of the
Consulting Services (including any intellectual property
rights therein, but excluding any Customer Confidential
Information and Customer logos and trademarks that may
be included in the Box Materials, collectively, “Customer
Property”). Box shall have the right to use any such
Customer Property solely for the purpose of providing the
Consulting Services to Customer as set forth in the

SOW. During the Term of the Agreement, Box hereby
provides Customer with a royalty free, limited, non-
exclusive, non-sublicensable, non-transferable and
terminable license to use such Box Materials solely for
Customer’s internal operations in connection with its
authorized use of the Box Service. For the avoidance of
doubt, Box shall own all intellectual property rights in the
proprietary tools, libraries, know-how, techniques and
expertise (“Box Tools”) used by Box to develop the Box
Materials. Nothing herein shall be construed to assign or
transfer any intellectual property rights in the Box Tools

used by Box to develop the Box Materials, and to the extent

such Box Tools are delivered with or as part of the Box

9.2 Box~7 Y7L o ¥ LT 479 —F
AD—Fg & LT Box WA T 5 3CGEB LT
v FL—bh, b—=UTEE, Lva—FT 4T TA

Th, EOMT AT A (TNHEBFRLTELT Box
=T VTN | D) T DTN TORER, M
BROMER L Box AT D CGBIMPEEME LG To03,
Box ¥ 7 U 7V IZEEN TV D AR OB HE
FORBEO T I, FEITEER, TRHERIRL
TUT [RBEEFA®] &\ 9) ., Box L, SOW ITH
HINEECTa VLT v 7 —E R AREEIC
AT 2 &9 BIDT= 0 ORI AR A %
TOMERIEAT D, ERWIRT, Box X, ABE N
Box h— B R & FF Al S A7 fiPH CRIA 3% 2 &I B
LT, AREENNIEB AT 2 HEIZRY . Box
T VT EERTSZ LR TE HEME, HIRSS
X, HMER, VT T AR, BEIERRE, R
FRB72 7 A B v A% . AR B OFMHIHENAEE

Rt L Z 2575, REERET DD LT
BLM, Box 7 U7V ZRAFET 5 72DIT Box 3MiE

HT2MEDOY =, FA4TFV, JINT, TI=
v 7 B RLOHEME LT Box Y —] L)) O
FIHIMPEMEIL T Box 23T L. 24O HIHIMPEHE
VEAFIHBKI O E D26 bREE L I IIBIm SN D
RSN NE D LT 5, Box Y —/LDSBox ¥ T Y
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Materials, they are licensed, not assigned, to Customer, on

the same terms as the Box Materials.

T LEBICERITEO—EE L TIASND
B Box Y —/bid, KBIEISGEESN DD TIERL,
Box ¥ 7 U 7/ L [Al—DFEM TARBEIHEHN 7 A&
AP S5,

9.3 Consulting Services Warranty. In regard to
Consulting Services only, Box warrants that: (a) it and each
of its employees, consultants and subcontractors, if any,
that it uses to provide and perform Consulting Services
hereunder has the necessary knowledge, skills, experience,
qualifications, and resources to provide and perform the
Consulting Services; and (b) the Consulting Services will be
performed for and delivered to Customer in a professional
and workmanlike manner. If through no fault or delay of
Customer the Consulting Services do not conform to the
foregoing warranty, and Customer notifies Box within seven
(7) days of Box’s delivery of the Consulting Services, Box will

re-perform the non-conforming portions of the Consulting

Services at no cost to Customer.

aAVYPNANT 4 T — BRI S REE
ALY NT 4 T —ERZET LR I
BT, Box i, LTFTDZ & ZRFET D,

(a) 2P T 4 T —E RO L OEITO 72
DIZ Box WMEMT 58 MEHER, Pz hB &
O FREEF L, 2 VAT 4 v 7 — B R &Rt
FOVBITT DO FGR, A¥ L, KRB, &%
BIRYY—REFLTNDLZ L, 2HWT,

(b) YT ¢ T RE, B ORRER
RFET, KEEDOT-OIZBITS N, AEEICHAS
nosZke,
ABEANTIFENE F 71T 72T S b b
AP T 4 T E AN EFRFEICES L TR
WA, Box N T 4 v I —EAEMA LT
M 7 HELNICARIR DY Box ITi@AI L7 & Z TR
D, Box (%, EREMRIEICEE LAWY s T
=A% KEEIZLD2EHOAML LICHBITT
D

9.3

Section 10. Fees and Payment 10k BEBIOUXHN
10.1 Fees. Customer agrees to pay all fees set forth on | 10.1 k& KRB, T _XTOIEFE|TH

all Orders and as otherwise required under this Agreement.
Any additional Order(s) for User subscriptions or products
will be coterminous with the existing Subscription Period.
Unless otherwise specified in an Order, all fees and other
amounts are payable in (a) Japanese Yen (JPY) if Customer is
in Japan and (b) United States Dollars for all Customers

anywhere else in the world.

H, B LZOARFHBRINTRIEED S TNDHTXTD
B 3h 5 2 LIZAET 5, Az —H—F 72135
ih 2 B INESCT 2 5 50d. BIRRDSEAT ONIALIRE & [F]
Clen, BEZEIHBEDOEDRRWED | B2 D
LD SFAD T ~NTH, (a) ABEDS A ARIZHIET 255
AT ALY | (b) ZDOMOEIZFHET 2T
TOARBEIZOWTITKR RV LY, ZHbhdb D
L15,

10.2 Non-refundable and No Cancellation. Except as
specifically set forth in this Agreement, all payment
obligations under all Orders are non-cancelable and all

payments made are non-refundable.

10.2 IR LOBUEREE AR BRI
ROEDN D LGEGERE . TRTOREFITESL
TRTCOIARBIIBEARETH Y, 7Sz d T
DIZFNNTIARARGE TH D,

10.3 Invoicing and Payment Terms. Unless otherwise

specified in the applicable Order, Customer will pay all fees

10.3 FERIB L OIS BAERRAE a0
ICHIEBE DR DN VIRY | ABEZIL. T_TORS
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within thirty (30) days of the date the applicable invoice is
issued by Box. In the event Customer disputes any
invoiced fees, Customer will provide written notice of the
disputed amount within fifteen (15) days after the date of
such invoice and timely pay any undisputed portion of such
invoice. The Parties will cooperate in good faith to resolve
any disputed invoice or portion thereof within fifteen (15)
days of notice of dispute. All amounts payable by
Customer under this Agreement will be made without setoff
and without any deduction or withholding. Customer will
promptly reimburse Box for any cost or expense incurred in
connection with any collection efforts undertaken by Box in

connection with any past due amount owed under this

% . Box MNIAT L7=#ERED BHAA S 30 HLUWNIZX
Hhobold 5, RBEEIL, FERESNTEeIZ R EDN
b LOGEEITIE, B D& D85 E Uik KED B )
5 15 AUNICEmICTHEATHHD L L, YiZkihK
FD ) HRFED RN ONTITER 2 K H b D
LT %, MYFEHT REOH-TFEREELITTO
—EBICOWT, HEREEE AN B S 721k 15 H LRI
R RBEIH NI THH D ET 5, RFEEHBAF
FHRNTHAS E L 5 RET X TORFIT, AR L
A0, PEBRE T2 ITRIR U e LIZ S b D b O
LT 5, ARBEZ, ARMABKICESN TR S #H
D & B 3TEL IR A & U 7= A4EIZ B L C Box 23T 9
—UIOBIIEENCEE L CTRAET DV b B E -

Ly-
=~

Agreement. At Box’s discretion, past due amounts may IEZH %, Box ([ZERCNTERT D, SCIAMARBR Z #%itE
accrue a late fee equal to the lesser of 1.5% per month or | L7=&4AI21%, H 1.5 3—% > b CRH L7=4%E & i
the maximum amount allowed by applicable law, whichever| FiEIZ LD FFARINDHR KOS L O 5 B vd i
is less. IRNTT DBFITA Y D IEHRE 223, Box DEAIT
KXoTRAETDZZEND D,

10.4 Taxes. All Orders pursuant to this Agreementdo | 10.4 AL AFHBFNCHE 5 FIEEFITIL, W
not include any transaction taxes, which may include local, | 7°72 25 B (M5, [E, M, EHFRE 72 3ANE OV )
state, provincial, federal or foreign taxes, levies, duties or | 72 2 ME OB, R4, BAFL £ 7= IXELOBURFIC
similar governmental assessments of any nature, including, | 2B E CHR SN Z ¢ b H D)  FIMERER (LT

but not limited to, value-added taxes (“VAT”), excise, use,
goods and services taxes, consumption taxes or similar
taxes (collectively defined as “General Taxes”). All fees
invoiced pursuant to this Agreement are payable in full and
without reduction for General Taxes or foreign withholding
taxes (collectively defined as “Taxes”). Customer is
responsible for paying all Taxes associated with fees due
pursuant to this Agreement and Orders, excluding income
taxes imposed on Box. If Box has a legal obligation to pay
or collect Taxes (expressly excluding Box income tax) for
which Customer is responsible under this Agreement, the
appropriate amount shall be computed based on
Customer’s address listed in the applicable Order and
Customer confirms that Box can rely on the sold-to name
and address set forth in the Order(s) as being the place of
supply for sales tax purposes. Such Taxes will be invoiced
to and paid by Customer. If Customer is legally entitled to

an exemption from the payment of any Taxes, Customer

[VAT] v 9H) | BB, AR, o - h—Ev X
Bi. HEBEZIZEPOMBZ SN, 2R HICRE

SN (INLERBLTUT @8 tuv
7) bEENTWARY, ARHBRICHE- TEERSI

53 _RTORMIT, EEBE 72 1 3SME ORI

(ZNDHZHPRLTUT [REHEB & D) 2 PR
THZ LR BHEIDNLbD LT D, KERIT.

Box |ZAR SALDIENFTRL A bR & . AR LD
FIEFIAE > THL D REBBITMHT 2T X TOR
R AT R EBEEZA D, ARABKICESZ
RBREDATREREB (Box FTABULIARAIIC
R<) A E I R EER L O A Box 2
B o TWDEE, WURGHEN, YT 2FEEFICT
STV D AR OFTEHIT EEAS W TR S 41,

Box 1%, FHEEIZTHEH N TW BB ILEOLTRE L)
EpTZ ., 72 LB BRI B 65T & LT+
LIENTEDHT &%, KBEILZ ZITHRT 5,
M DHBBIIABEE RS, ABERICE > Thb
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will promptly provide Box with legally sufficient tax
exemption certificates for each taxing jurisdiction for which
it claims exemption. Unless otherwise prohibited by law,
Box will apply the benefits of any requested tax exemption
to charges occurring under Customer’s Account after the

date Box receives and reasonably processes such tax

exemption certificates.

Do ARRBED, WTINOAHBLORRZ 2T 5
LN TE LA LOBEREZAET 255G, ABEIL

ENE RN RO RARC 7 S T P 7 N T 3l iy 3 A
T RRERA & & Box ([ZHC/NIIRTT 2 b D&+ 2, 14
A ERIBICERIE S U2 R YD | Box (3, R b/t
B &> TR O L BRI Z | Box 23 Lk DA
HEZZHE LN OB L7 H K0 RICABER
DT AT b TRAETLIHEITHEMAT 20D L T2,

10.5 Non-Payment Suspension. If any Customer
invoices are more than sixty (60) days past due (except with
respect to charges subject to a reasonable and good faith
dispute as set forth in Section 10.3 (Invoicing and Payment
Terms), in addition to any other rights or remedies it may
have under this Agreement or by applicable law, Box
reserves the right to suspend Customer’s access to the Box
Service upon written notice, without liability to Customer,

until such past due amounts are paid in full.

10.5 RILNZHA LT 50— REIE (5
10.3 55 [FERB L O EME) ICED D EHNTEE
DIFBNBEZ N TWDLEEZRE) REEOHERE

(ZHAD S SHAODSHLHIBR N5 60 H 2 2 TV 555
A Box 1, Box SAFIMBK L 72I3f% 3 HI5HE
FET MO —BIOHER E 7T RE FEIIIN X, Y%
IR SFEN RTINS £ T, AFRICKT D
HEEAEADLTIC, E@ICL5@EHMEDH > TBox —Fb
ASDRBEDT 72 R EAF LT DR 2 RIRT 5,

10.6  Purchases Through Box Resellers. If Customer
places an Order for the Box Service from a Box Reseller, any
terms herein related to ordering, invoicing, refunds, or
credits do not apply. Customer must establish such terms
with Box Reseller. In addition, any terms established
between Customer and Box Reseller as related to support
services will apply instead of such terms herein.  For the
avoidance of doubt, nothing herein affects suspension
rights or deactivation rights for Box or a Box Reseller

provided for in this Agreement.

10.6 Box FHEREH LB UTEA AHIED Box
WEEEDRMET 2 Box —ERAERELZLEA, 22
(CREHL L TW DR, Gk, WREL. 7 LYy BT
BT 2 eI A S ey, 30D SAFII AR
Box FHIEL L HET DMENDHDH, S HIT, FaR—
M= B RICBRE L T, B%kk & Box FREE DM
(ZHENE ST SRR, RO REORD Y IZEH &
N5, Begaltd 5= oitih LT <A, AR KN
FOWHDZRHBIES . AFABKIFIZED D Box £z
I Box FRIR 3 D15 1L £ 71X L ORI 2 U 7

U,
Section 11. Term and Termination F115%  ZHHM B L O
11.1 Term of Agreement. This Agreement will 11.1 A B DA ZhEAE AR HKIE

commence on the Agreement Effective Date and will remain
in effect for as long as there is an Order in effect (“Term”),
unless otherwise terminated as provided for in Section 11.3

(Termination for Cause) below.

AFIFHHARD AN T2 DL L, #1135
(IEY 7228 X D 3AIMER) ITED D & ZAILE-
TRERESIRWVIRY | BRI EENFET LR A
MmThorbold s (CIT EAHE o),

11.2 Term of Order and Renewal. Each Order placed
under this Agreement will be in effect for a period of one (1)
year from the service start date of the Order unless

otherwise agreed in the Order. Thereafter, unless the

11.2 REEOABIMB L O AFIH
BUNCEE D E AT SN B HIEFIT, BIEFHN THIE
ICEBELRWVWIRY | BEEFICRIN TS —E 2
GHD LERADTHL D LT 5, TOHIT, K
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Agreement is terminated as provided herein, the Order(s)
will automatically renew for the same period of time as the
Subscription Period of the prior Order, unless either Party
notifies the other Party in writing of its intent not to renew
the applicable Order(s) at least thirty (30) days’ prior to the
end of the then-current Subscription Period of such

Order(s).

FIABAI DOBUEZE > TAR A D FEER S 72V R

0. FEFIL FEHRTOREZFTEDS AWM & [F
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ERAR

11.3 Termination for Cause. Either Party may
terminate this Agreement for cause upon thirty (30) days’
written notice to the other Party of a material breach of this
Agreement if such breach remains uncured after the

expiration of such period.

11.3 IEYRBEIC X DR VT oY EE
b AFIHHRI O B RAERIT DU TG DY
FIZxr LT 30 HOMIM 23T CHEEIC L v@mLiz
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THZENTEDLHLDET S,
11.4 Termination for Insolvency. Either Party may 114  ZIARBIZE MR WInoYEEL, i

terminate this Agreement for cause if the other Party
becomes insolvent, admits in writing its inability to pay its
debts as they mature, makes an assignment for the benefit
of creditors, becomes subject to control of a trustee,
receiver or similar authority, or becomes subject to any
bankruptcy or insolvency proceeding (“Insolvency
Proceeding”). Customer acknowledges that the Box Service
is a service, not a good, provided pro rata over the Term on
a daily basis. Any use of the Box Service by Customer after
the commencement of an Insolvency Proceeding is an
actual, necessary cost and expense of preserving
Customer’s estate. Customer agrees that nothing herein
shall limit Box’s rights of offset or recoupment and that Box
is entitled to offset or recoup the value of Box Service
provided after Customer becomes subject to an Insolvency
Proceeding against any claim brought by or on behalf of

Customer.

Ji B EENHAARREICZ2 D | EBEOREHNER LT
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11.5 Post-Termination Obligations. Upon the
termination or expiration of this Agreement for any reason,

Customer will have no further rights to access the Box

11.5 TR THROFE HEOWIIZHNDE
P AR HBA O E 72 1T T oBa i, A
BT, A 114 FITED D LSMTIE. AFIRBEHD
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Service hereunder except as set forth in this Section 11.4.
For thirty (30) days following the expiration or the
termination of the Agreement or applicable Order, and
subject to Customer’s prior written request, Box will allow
Customer limited access to retrieve any Content remaining
on the Box Service. After such thirty (30) day period,

Customer will have no further rights to access the Box

& TBox —ERIZT 7 B AT H0 0 HHER S 5
IO LT D, ARABMNOEIIMEITE LT D
FEEFNW T Lb LIRS 7% 30 AR, AR
BENEMEIZ LD FATICFER LG EI12E, Box 1, A
EIZKT L, Box P—E R |- TWNHTXTHI
T H WG T D 12D OFIRS T 72 A EFFR T 5,
WE% 30 HEIRGE L7-1&121E, AKX, Box Hh—

Service. 2T 7B AT DRI Z R b D ET D,
11.6  Surviving Provisions. Upon any expiration or 11.6  FRERE  AFHB O WM T F 72 13fEER

termination of this Agreement, the following sections will

survive: Sections 1 (Definitions), 5.2 (Content), 7.3

(FF) . 525 (KEE= T~
(KEEIC X DIREF) | F 845 (ME

#®b, F15k
V)\%Z3%

(Disclaimer of Warranties), 8 (Proprietary Rights), 10 (Fees | FIFER]) . #5105 (BB L OV | 115 5%
and Payments), 11.5 (Post Termination Obligations), 11.6 (IR THOFRRE) . H1165 (FwIAE) . F
(Surviving Provisions), 12 (Indemnification), 13 (Limitation 2= (fif f%f) F135 (HBEORE) . F145%
of Liability), 14 (Confidentiality) and 15 (Miscellaneous). (ERER) BLOE 155 D 1358 T2H0

LT %,
Section 12. Indemnification F12%  wE
12.1 Indemnification by Box. Box will defend Customer | 12.1 Box IZ X B #ifE Box |&. Box %

against any third party claim that the Box Service infringes a
registered patent, registered trademark, or copyright of a
third party, or misappropriates a trade secret (“Claim
Against Customer”), and will indemnify Customer for the
resulting costs and damages finally awarded against
Customer to such third party by a court of competent
jurisdiction or agreed to in settlement. To the extent not
prohibited by law, Box will have no liability to Customer
under this Section 12.1 for any Claim Against Customer that
arises out of: (a) any unauthorized use, reproduction, or
distribution of the Box Service by Customer; (b) use of the
Box Service in combination with any other products,
technology, process, software or equipment not supplied by
Box nor explicitly supported in the User Guide if such Claim
Against Customer would have been avoided without such
combination; or (c) any modification or alteration of the Box
Service by anyone other than Box or Box’s agents without
the written approval of Box. In the event of a Claim Against
Customer pursuant to this Section 12.1, Box will (at Box’s
option and expense): (i) obtain for Customer the right to

continue using the Box Service; (ii) modify the Box Service

— BRI = ORGSR, BERREIE S L <IXEEME
PIREFELELITEEMELZAREFHL TS L0 =
FIZEDWDRLBSLT (LT TRBEEIC T HHIL
T LW)) MOARBEEELETLIbDOE L, £,
ZORRE LTELLIEMBICHEERESTH-

T, BB =FIISHL O N&E T L EANE DN E i
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WTEAEEINTZEDIZDOWT, Box 1AL 2B
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to make it non-infringing; or (iii) if subsections (i) and (ii) are
not commercially viable (as determined by Box in its sole
discretion), terminate this Agreement, in which case
Customer will be entitled to a pro-rated refund of any fees
pre-paid by Customer for the corresponding unused period

of the applicable Subscription Period.

(c) Box & L < 1% Box DAREEA LIS DFE DS Box DEMIZ

K AEHER LIZIT I Box —EADOETE L L < Idk
=,

AR 121 RSB DARBE AT RS THREN
728, BoxiX, (Box DEERIBLOEMHIZLY) LA
TOWELZHE LD,

(i) Box tr—E R ZH|H Ukt lT 2 HER] & KB D T2 DI
(S RN

(i) HERZRELRNE D Box P—ERELEHT5HZ
SN el = §

(i) Z5() 753 L O (i) 23R EFEITATRE Ty (&
Box 2N HUMOE & THIWT %) & &ITid, AFIHEHKY
ARERT D 2 & (ZEDBE. ABEZ. KBE I HHA
W L2 BHED 5 Bk X3 2 ISR O A0 8 A
BITLRORLEZTHIENTED) .

12.2 Indemnification by Customer. Customer will defend
Box against any third party claim: (a) that any Content, or
Customer’s use of the Box Service in breach of this
Agreement, infringes a registered patent, registered
trademark, or copyright, or misappropriates a trade secret
(to the extent that such infringement or misappropriation is
not the result of Box’s actions); or (b) relating to any
Content or to Customer’s use of the Box Service in violation
of Section 2.2 (Acceptable Use of the Box Service).
Customer will, with respect to any claim against Box that is
subject to this Section 12.2, indemnify Box for the resulting
costs and damages finally awarded against Box to such third
party by a court of competent jurisdiction or agreed to in

settlement.

12.2 ABEEIC X DB AERIL, LIFOE =4
IZE DN DT D Box 2T 56D &5
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IIRRICB W TAE S b DIZHOWT, Box & filifk
THZL LT D,
12.3 Indemnification Process. As a condition of 12.3 HE ez AR BN HS & HfifE

receiving an indemnification under this Agreement, the
Party seeking indemnification hereunder (the “Indemnified
Party”) will provide the other Party (the “Indemnifying
Party”) with: (a) prompt written notice of the claim,
provided, however, that the failure to give such notice shall

not relieve the Indemnifying Party’s obligations hereunder

AT DHEME LT, ARARKNCEE S <Al 2Rk
LUFEE (LUT EAELYEE) Lv)) 3 Y
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except to the extent that the Indemnifying Party is
prejudiced by such failure; (b) complete control over the
defense and settlement of the claim (provided, that the
Indemnifying Party will not settle any claim without the
Indemnified Party’s prior written permission if the
settlement fails to unconditionally release the Indemnified
Party from all liability pertaining to such claim, such
permission not to be unreasonably withheld, delayed or
conditioned); and (c) such assistance in connection with the
defense and settlement of the claim, at the Indemnifying
Party’s expense, as the Indemnifying Party may reasonably

request.

DA ERE . MESEEOAF ARG EomBITK
NN D LET D) |
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ROEE ., MEEFE T PiE Y EEOEmICL D
HHTOFFA 72 <, YN COfMfEE L CTid/e 572

W, 2R L, YEFFRIIAABICER S, BIES
FIEEEMIT NV D LTS, ) | RBNS
(c) ZDHNLCTORHIE X OFnfiglc B4 28 <5
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12.4  Exclusive Remedy. This Section 12 states the
Indemnified Party’s sole and exclusive remedy against, and
the Indemnifying Party’s sole liability to, the other Party for
any type of claim under this Section 12. Notwithstanding
the foregoing, each Party will have the right to terminate
this Agreement pursuant to Section 11.3 (Termination for
Cause), to the extent the event giving rise to

indemnification constitutes a material breach of this

12.4 Beft IR AR 12 kI, A 12 5
IZEES L W AFEEO NI CTIZBI L T, HlESF
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Agreement. AT 5,
Section 13. Limitation of Liability F13% FEEDORE
13.1 Limitation of Liability. IN NO EVENT WILLBOX'SOR | 13.1 BEDORE FRAHFENNCETC DT

ANY OF ITS AFFILIATES’ TOTAL AND CUMULATIVE LIABILITY
FOR ALL CLAIMS OF ANY NATURE ARISING OUT OF THIS
AGREEMENT EXCEED THE TOTAL FEES PAID BY CUSTOMER
TO BOX (OR TO A BOX DISTRIBUTOR OR RESELLER, IF
APPLICABLE) FOR THE BOX SERVICE IN THE TWELVE (12)
MONTHS PRECEDING THE DATE OF THE FIRST EVENT
WHICH GIVES RISE TO LIABILITY UNDER THIS AGREEMENT.
THE FOREGOING LIMITATION DOES NOT LIMIT OR
EXCLUDE ANY LIABILITY FOR DEATH OR PERSONAL INJURY

CAUSED BY NEGLIGENCE.

RTDOND2 D HE DFHEFERIZ OV T Box H L <

13T DBIRSHNA S BEEEO REHERIT. YHELE
DORAEBRNRO TAE Tz HLART 12 7 AMIC, &7
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13.2 Disclaimer of Consequential and Related Damages.
TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE

LAW, IN NO EVENT WILL EITHER PARTY BE LIABLE FOR ANY

13.2 IRAERBERER L OBEET 2BERED
HERR WTNOYESEL, ZORRICH»P S
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INDIRECT, INCIDENTAL, SPECIAL, PUNITIVE, COVER, LOSS
OF PROFITS OR REVENUE, OR CONSEQUENTIAL DAMAGES
(INCLUDING, WITHOUT LIMITATION, LOSS OF GOODWILL
OR LOSS OF USE OR DATA) HOWEVER CAUSED, UNDER
ANY THEORY OF LIABILITY, INCLUDING, WITHOUT
LIMITATION, CONTRACT, TORT, WARRANTY, NEGLIGENCE
OR OTHERWISE, EVEN IF SUCH PARTY HAS BEEN ADVISED
AS TO THE POSSIBILITY OF SUCH DAMAGES. SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF
INCIDENTAL, CONSEQUENTIAL OR OTHER DAMAGES. IN
SUCH AN EVENT THIS EXCLUSION WILL NOT APPLY TO THE

EXTENT PROHIBITED BY LAW.

roEAOREK, EREIZT—F OBEROEERE
EETeR, INDHIZREINRY) 2, WHRIEE
EE (G0, RETHA. RiE. BR, TOMOFLEE
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Section 14. Confidentiality

14k TWERAE

14.1 Definition. Either Party may disclose
Confidential Information to the other Party during the
Term of this Agreement. “Confidential Information”
means all information disclosed by one Party (“Disclosing
Party”) to the other Party (“Receiving Party”) which is in
tangible form and labeled “confidential” or the like, or that
reasonably should be understood to be confidential given
the nature of the information and the circumstances of the
disclosure. The following information will be considered
Confidential Information whether or not marked or
identified as such: (a) Content; (b) the terms of this
Agreement including all Orders and pricing thereto; (c)
personal data of Users; and (d) the Disclosing Party’s
strategic roadmaps, product plans, product designs and
architecture, technology and technical information,
security processes, security audit reviews, business and
marketing plans, and business processes. Confidential
Information will not include information that as shown by
the Receiving Party’s records was: (i) already known to
Receiving Party at the time of disclosure by the Disclosing
Party; (ii) was disclosed to the Receiving Party by a third
party who had the right to make such disclosure without
any confidentiality restrictions; (iii) is, or through no fault

of the Receiving Party has become, generally available to

the public; or (iv) was independently developed by
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Receiving Party without use of the Disclosing Party’s

Confidential Information.

(i) B ST X 2 B R O 5 T Y SR AN BRI
BFLTWE=Z b,
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14.2  Protection. The Receiving Party will use no less

than a reasonable standard of care to safeguard the

Confidential Information received from the Disclosing Party.

The Receiving Party will only use the Confidential
Information of the Disclosing Party: (a) to exercise its rights
and perform its obligations under this Agreement; or (b) as

otherwise required by law.

14.2 R  ZEYEEE ERYEENLT
LIRS A (AT D72, SHEAKYELL Lo
Batho b0 LT 2, ZHEYHEEIE. (a) AR
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DI, BIRYHEEOWEFREMLENT 200 LT 2,

14.3 Permitted Disclosure. Neither Party will disclose
Confidential Information in violation of the terms and
conditions of this Agreement to any third party without the
prior written consent of the other Party. Notwithstanding
the foregoing, each Party may disclose Confidential
Information without the prior written consent of the other
Party: (a) as compelled by law provided that to the extent
legally permissible the Receiving Party gives the Disclosing
Party prior notice of such compelled disclosure and
reasonable assistance, at the Disclosing Party’s expense, if
the Disclosing Party seeks to contest such disclosure; (b) in
confidence to its legal counsel; (c) in connection with the
enforcement of rights or performance of obligations under
this Agreement; or (d) to respond to an emergency which
Box believes in the good faith requires Box to disclose
information to assist in preventing the death or serious
bodily injury of any person. Notwithstanding the foregoing,
the Receiving Party may disclose Confidential Information
expressly excluding Content (x) in confidence to its
accountants, banks and financing sources, partners,
providers and their advisors; and (y) in confidence, in
connection with an actual or proposed merger, acquisition,
or similar transaction. Customer may disclose Box’s then-

current SOC2 Type Il reports in confidence to Customer’s

customers, provided that (i) Customer provides the Box

14.3 TFEINDHR WY EE
b, Y EFEOERIC L DEAORE L AFIH
BRI DS TER U CRAE I A 55 = 12BR LTI
72BN,

FERUC DD BT, LFOEAICIE, FYFE L, it
i EEOFEIC X D FRIORIE 72 LIS G # 4 B
RTHIENTED,

(@) I ERB T 6TV D & ZAILHE> THIRT
DA (22U, B EFFES N2 HPA T, Y FE
D, BHEMT BT D YR Z RS FH T3 L
FHANTE@EM L, 220, B YEE YR LT
B aib L5 &5 L xTd, FRYEEORAA
I CEHEAED 2 PR 4 5 TR 2 2 & &2 50
LT D) .

(b) FRRELloxt LR & L CRIRZ T 28555,

(c) AFIHEA U < ITAFI AN I MR D 58
FIRAT E 2 1XFE OB TIC B L TR T 254,
E e

(d) ADFEL S L IFERRAFEEZRRIE LT
5L ETETH 0T Box IZ & ATHFMBIRALET
&% L Box 23 EE CHIWTT 2 I FREA~DRHEDT= 8
(ZBIRT D856,

ERIZ D LT, ZEYEEIL. LLTOBEITIE.
HRIIZa T Y R BB HRERT 2 2 &0
TE %,

21/44—




box

SOC2 Type Il report to its customers for the sole purpose of
evaluating the security of the Box Service for such
customer’s use of the Box Service; (ii) Customer has an
appropriate agreement in place with its customers with
which it is sharing Box’s SOC2 Type Il report sufficient to
require such customers to treat Box’s SOC2 Type Il report as
confidential under substantially similar confidentiality terms
as those herein; and (iii) Customer remains liable for any
breaches of confidentiality of Box’s SOC2 Type Il reports by

Customer’s customers.
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Section 15. Miscellaneous %155 KR
15.1 Contractual Relationship. The Parties are entering| 15.1 25 Lo Btk TR =N A Byt

into this Agreement as independent contracting parties.
Neither Party will have, or hold itself out as having, any right
or authority to incur any obligation on behalf of the other
Party. This Agreement will not be construed to create an
association, joint venture or partnership between the
Parties or to impose any partnership liability upon any

Party.

FIYMEHE L U CTARABN ST 5, WIhoYE
Fb, N EE b o TRF 23 AE ST DR+
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U, AFIHHEAE, W EE ISR, 80 LR
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FIZRT O & BRI,

15.2  Anti-Bribery. Customer agrees that it has not
received or been offered any illegal or improper bribe,
kickback, payment, gift, or thing of value from any of Box’s
employees, agents or subcontractors in connection with this
Agreement. Customer will use reasonable efforts to

promptly notify Box at legalops@box.com should Customer

learn of any violation of this restriction.

15.2 FHRG DEEIE ARET, AR BN
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15.3 References. During the Term of the Agreement,
Box may reference Customer as a Box customer in sales
and marketing materials and public statements, subject to

Customer’s trademark and logo usage guidelines.

AR, Box IE, IFEHR LN
~—T 4 U TERNIRBWT, AEEO R I E2I1IRE
BAER T A R A4 ZHEV, Box Dz L LTE&T
HZEWMTED, SAINDZ L EHALRVAREE

15.3 sk

1%, Box |[ZFE+F A —/L (stories@box.com) THFDE%
Customer may send Box an email to stories@box.com if it BETE B,
does not wish to be used as a reference.
15.4 Ambiguities. Each Party has participated in the 15.4 B DR B Y EHIIATIHBR O

review of this Agreement. Any rule of construction to the
effect that ambiguities are to be resolved against the
drafting party shall not apply in interpreting this Agreement.
The language in this Agreement shall be interpreted as to its

fair meaning and not strictly for or against any party.

HERBICZIMFE AT D, BIRARIUIE L FHOR
AN D &0 S AR O JFRINE, AH] BRI DR
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15.5 Notices. Any notice or other communication
under this Agreement given by any Party to any other Party
will be in writing and will be effective upon delivery as
follows: (a) if to Customer, when sent via email to the email
address specified in an Order or otherwise on record for
Customer; and (b) if to Box, when sent via email to

legalops@box.com.  Any such notice, in either case, must

specifically reference that it is a notice given under this

15.5 HE R FOEE =Dk =gy
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15.6 Nonwaiver. The failure of either Party to insist 15.6 BEDOER WO YEEFEZD | AF]

upon or enforce strict performance of any of the provisions
of this Agreement or to exercise any rights or remedies
under this Agreement will not be construed as a waiver or
relinquishment to any extent of such Party’s right to assert
or rely upon any such provision, right or remedy in that or

any other instance; rather, the same will remain in full force
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and effect. BIZANTHV /T DD LT D,
15.7 Assignment. Customer will not, directly, indirectly,| 15.7 B AREAZIL, IS, B, Eo
by operation of law or otherwise, assign or transfer all or EAIZKY, ERFEOMOBERICL D DIThHDb 6

any part of this Agreement or its rights hereunder or
delegate performance of any of its duties hereunder
without the prior written consent of Box. Any attempted

assignment or transfer by Customer without such consent
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shall be void and of no effect. Box may assign this
Agreement (or Order) without obtaining Customer’s
consent: (a) to an affiliate of Box; or (b) in connection with a
successor in interest in a merger, reorganization, or a sale of
all or substantially all of the assets of Box. Subject to the
foregoing restrictions, this Agreement will be fully binding
upon, inure to the benefit of and be enforceable by the

Parties and their respective permitted successors and
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15.8 Integration; Order of Precedence. This Agreement| 15.8 e, BICEAL AR IR

constitutes the entire agreement between the Parties and
supersedes any and all prior agreements or communications
between the Parties with regard to the subject matter
hereof. This Agreement may not be amended or modified
except by a writing signed by both Parties hereto. The
terms of this Agreement shall supersede and control over
any conflicting or additional terms and conditions of any
purchase order, acknowledgement, confirmation or other
document issued by Customer. Notwithstanding the
foregoing, in the event of a conflict between terms of this
Agreement and an Order, the terms of the Order shall
prevail. This Agreement or any exhibits or addenda, may
be executed and delivered, either physically or by electronic
means and in counterparts, each of which shall constitute
an original and all of which together shall constitute one

and the same instrument.
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15.9 Severability. In the event that any provision of this
Agreement, or the application thereof, becomes or is
declared by a court of competent jurisdiction to be illegal,
void or unenforceable, the remainder of this Agreement will
continue in full force and effect and the application of such
provision will be interpreted so as reasonably to effect the
intent of the Parties. The Parties will promptly replace such
void or unenforceable provision with a valid and
enforceable provision that will achieve, to the extent
possible, the economic, business and other purposes of

such void or unenforceable provision.
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15.10 Applicable Law; Dispute Resolution. This
Agreement will be construed and enforced in all respects
in accordance with the laws of Japan, without reference to
its choice of law rules. Any dispute, controversy or claim
arising under, out of or relating to this Agreement, will be
finally determined by arbitration in accordance with the
Rules of Arbitration of the International Chamber of
Commerce applicable to commercial disputes by a single
arbiter who is (a) fluent in written and spoken English, the
language governing this Agreement, and (b) skilled and
experienced with cloud or internet services. The place of
such arbitration will be in Tokyo, Japan. The judgment of
the arbitrator will be final, non-appealable (to the extent
not inconsistent with applicable law) and binding upon the
Parties, and may be entered in any court of competent
jurisdiction. The foregoing does not limit or restrict
either Party from seeking injunctive or other equitable

relief from a court of competent jurisdiction.
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15.11 Third-Party Beneficiaries. Nothing in this
Agreement shall confer, or is intended to confer, on any
third party any benefit or the right to enforce any term of

this Agreement.
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15.12 Force Majeure. In the event that either Party is
prevented from performing, or is unable to perform, any of
its obligations under this Agreement due to any cause
beyond the reasonable control of the Party invoking this
provision (including, without limitation, for causes due to
war, fire, earthquake, flood, hurricane, riots, acts of God,
internet service provider failures or delays, denial of service
attacks, or other similar causes) (“Force Majeure Event” )
the affected Party’s performance will be excused and the
time for performance will be extended for the period of
delay or inability to perform due to such occurrence;
provided that the affected Party: (a) provides the other
Party with prompt notice (to the extent possible) of the
nature and expected duration of the Force Majeure Event;
(b) uses commercially reasonable efforts to address and
mitigate the cause and effect of such Force Majeure Event;
(c) provides periodic notice of relevant developments; and

(d) provides prompt notice of the end of such Force
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Majeure Event. For the avoidance of doubt, Customer
understands that the Box Service is not provided in
countries listed on the Office of Foreign Assets Control
sanction list and that Customer’s access to the Box Service
may be restricted in such countries and such prohibitions

shall not constitute a Force Majeure.
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15.13 Government Users. If Customer is a U.S.
government entity or if this Agreement otherwise
becomes subject to the Federal Acquisition Regulations
(FAR), Customer acknowledges that elements of the Box
Service constitute software and documentation and are
provided as “Commercial Items” as defined at 48 C.F.R.
2.101, and are being licensed to U.S. government User as
commercial computer software subject to the restricted

rights described in 48 C.F.R. 2.101 and 12.212.
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EXHIBIT A

Support Services and Service Level Commitments

Section 1. Definitions. Capitalized terms not otherwise defined elsewhere in this Agreement shall have the following
meaning:

“Business Response Credit” means the credit that may be available to a Customer that has subscribed to the Business
Services under the applicable Order and as specified Response Times, below.

“Downtime" means any period during which the Customer is unable to access the Box Service, as measured at the Box
network by industry standard tools, due to an Issue which prevents the majority of Customer Users from accessing
Content, expressly excluding Scheduled Downtime.

“Issue” means a single, reproducible issue or problem affecting the functionality of the Box Service for Customer.

“Enhanced Response Credit” means the credit that may be available to a Customer that has subscribed to one of the
Enhanced Support Services under the applicable Order and as specified under Response Times, below.

“Enhanced SLC Credit” means the credit that may be available to a Customer that has subscribed to one of the
Enhanced Support Services under the applicable Order and as specified under Service Level Commitments, below.

“Support Services” means telephone, email or web-based assistance in the resolution of Issues reported by Customer
to Box. Available Support Services are:

“Standard Support Services” which is included the Customer’s purchase of the Box Service;
“Business Services” which is purchased by the Customer and identified under the applicable Order; or

“Premier Services” or “Platinum Services” (together, “Enhanced Support Services”) which are purchased by the
Customer and identified under the applicable Order.

“Scheduled Downtime” means a scheduled time period in which the Box Service is unavailable for use, and upon notice
to Customer where practical.

“Uptime Percentage" means the total number of minutes in a calendar month minus the number of minutes of
Downtime experienced in such calendar month, divided by the total number of minutes in such calendar month.

Section 2. Support Services  During the Subscription Period, Box will provide to Customer the applicable Support
Services. If Customer has not purchased Business Services or one of the Enhanced Support Services, then Standard
Support Services will be provided. Support Services do not include: (a) physical installation or removal of the Box
Software and any User Guides; (b) visits to Customer’s site; (c) any professional services associated with the Box Service,
including, without limitation, any custom development, data modeling, code review and application
architecture/infrastructure design; (d) training; or (e) the set-up, configuration and use of the Box Service.

Box's obligations do not extend to any ongoing test or training instances of the Box Service provided to Customer or
Downtime, Issues or errors that are caused by:

a) Third party hardware or software;
b) Use of the Box Service in violation of the terms of the Agreement; or
c) Use of the Box Service other than in accordance with any User Guide or the express instructions of B

Section 3. Case Prioritization.

When contacting Box for support, Customer will assign a priority to the Issue in accordance with the table below. Box
will provide an acknowledgement of a reported Issue to Customer and a support agent will provide a response within
the target timeframes specified for the applicable support level (“Response”). Upon review of the Issue, and
following Box's initial response to the Customer, Box may change the case prioritizations in accordance with the
following descriptions:

Level 1 - Urgent: An Issue that renders the Box Service completely inoperative for all Users and no
workaround is available.

Level 2 - High: An Issue that materially impairs substantial features of the Box Service for many Users
and no reasonable workaround is available.
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Level 3 —Normal: An Issue that impairs a feature of the Box Service for a few Users and a reasonable
workaround is available.

Level 4 - Low: An Issue that involves an inquiry regarding a routine technical issue; information
requested on application capabilities, navigation, installation or configuration; or a
bug affecting a small number of Users.

Section 4. Standard Services Response Times.  If Customer has Standard Support Services, Box will use commercially
reasonable efforts to meet the following target Response Times during the hours/days, as outlined below.

Support Hours: 6AM — 6 PM Customer Local Time, Monday — Friday
Support Language: English
Support Access Method: Web/Email
Support Response Method: Web/Email
Number of Support Requests: Unlimited
Response Times:
Level 1 — Urgent: Within 4 business hours
Level 2 — High: Within 8 business hours
Level 3 — Normal: Within 1 business day

Section 5. Business Services Response Times.  If Customer has purchased Business Services, Box will respond in
accordance with the Response Times below. If Box fails to meet the response times, Customer may be entitled to a
response time credit as outlined below (“Business Response Time Credit”):

Support Response Hours: 24 hours/day, 365 days/year
Support Language: English
Support Access Method: Web/Phone/Email
Support Response Method: Web/Phone/Email
Number of Support Requests: Unlimited
Response Times:

Level 1 — Urgent: Within 2 hours

Level 2 — High: Within 4 hours

Level 3 — Normal: Within 4 hours

Level 4 — Low: Greater than 4 hours

Section 6. Enhanced Support Services Response Times. If Customer has purchased one of the Enhanced Support
Services, Box will respond in accordance with the Response Times below (for cases submitted in English).  If Box fails
to meet the response times, Customer may be entitled to a response time credit as outlined below (“Enhanced
Response Time Credit”). The below response times apply to cases submitted in English.

Support Response Hours: 24 hours/day, 365 days/year
Support Language: English or local language (based on availability)
Support Access Method: Web/Phone/Email
Support Response Method: Web/Phone/Email
Number of Support Requests: Unlimited
Response Times:
Level 1 — Urgent: Within 1 hour
Level 2 — High: Within 2 hours
Level 3 — Normal: Within 2 hours
Level 4 — Low: Greater than 2 hours

Section 7. Business Services and Enhanced Support Services Response Time Credits. If Customer has purchased
Business Services or one of the Enhanced Support Services and Box fails to meet the applicable Response Times
associated with Business Services or Enhanced Support Services, Customer may be entitled to a response time credit
as outlined below (“Response Time Credit”).
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Response Time Credits: Customer will be eligible to receive a Response Time Credit, provided that:
(1) Customer has purchased Business Services or one of the Enhanced Support Services;
(2) Customer has opened a support ticket for an Issue; and

(3) Box fails to meet the response times for Level 1 and Level 2 support tickets three (3) times during the
given calendar month;

Collectively, a “Response Credit Event”.

In the event that Customer incurs a Response Credit Event, Customer will receive a Response Time Credit of fifteen
(15%) percent of the fees paid by Customer for the applicable Business Support Service or Enhanced Support Service
for the month the Response Credit Event occurred. The Response Time Credit will be calculated on a straight-line, pro-
rated basis with respect to any fees paid in advance. Notwithstanding anything to the contrary, in no event will the total
amount of Response Time Credits exceed the applicable Business Services or Enhanced Support Services fees paid by
Customer for the corresponding month. For clarity, for the purpose of calculating Response Time Credits, calendar
months are calculated based on US Pacific Time Zone.

The Response Time Credit is Customer's sole and exclusive remedy for any failure by Box to meet any response time
performance obligations pertaining to the Box Service as set out in this Exhibit A.

Customer is not eligible to receive Response Time Credits during any period of time when payments owed are past due.

For Customer Orders placed through Box, Response Time Credits will be issued by Box, as determined in its sole
discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid. For Customer
orders placed through a Box Reseller, Response Time Credits, if any, will be issued as provided in the applicable
agreement between Customer and Box Reseller.

Section 8. Service Level Commitments

8.1. Standard Support Services. If Customer has Standard Support Services, Box will use commercially reasonable
efforts to meet an Uptime Percentage of at least 99.9%.

8.2. Business Services. If Customer has purchased Business Services, Box will use commercially reasonable efforts to
meet an Uptime Percentage of at least 99.9%.

8.3 Enhanced Support Services. If Customer has purchased one of the Enhanced Support Services, Box will use
commercially reasonable efforts to meet an Uptime Percentage of at least 99.9%. If Box fails to the meet the Uptime
Percentage Customer will receive Enhanced SLC Credits as follows:

Uptime Percentage Enhanced SLC Credit

Percentage
Less than 99.9% but equal to or more than 99.8% 5%
Less than 99.8% but equal to or more than 99.7% 10%
Less than 99.7% but equal to or more than 99.6% 15%
Less than 99.6% but equal to or more than 99.5% 20%
Less than 99.5% but equal to or more than 99.4% 25%
Less than 99.4% but equal to or more than 99.3% 30%
Less than 99.3% but equal to or more than 99.2% 35%
Less than 99.2% but equal to or more than 99.1% 40%
Less than 99.1% but equal to or more than 99.0% 45%
Less than 99.0% 50%

Customers who have purchased one of the Enhanced Support Services will be eligible to receive SLC Credits provided
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that:

(1) Customer has reported an Issue related to a Downtime event by filing a ticket with Box support within
fifteen (15) days of the Downtime event; and

(2) once Customer receives the Uptime Percentage report provided by Box and confirms Uptime Percentage
as below 99.9% in the month the issue was experienced, Customer has provided Box a written claim request
for Enhanced SLC Credits within fifteen (15) days of the date of uptime percentage report.

The Enhanced SLC Credits will be equal to the SLC Credit percentage multiplied by the fees paid by Customer for the
Box Service that are attributable to the corresponding calendar month (calculated on a straight line, pro-rated basis
with respect to any fees paid in advance) and then pro-rated for based on affected Users. Notwithstanding anything
to the contrary, in no event will the total amount of Enhanced SLC Credits if any, exceed the fees paid by Customer for
the Box Service in the corresponding month.  For clarity, for the purpose of calculating Enhanced SLC Credits, calendar
months are calculated based on US Pacific Time Zone. The Enhanced SLC Credit is Customer's sole and exclusive
remedy for any failure by Box to meet any service level obligations pertaining to the Box Service as set out in this Exhibit
A. Customer is not eligible to receive Enhanced SLC Credits during any period of time when payments owed are past
due.

For Customer Orders placed through Box, Enhanced SLC Credits will be issued by Box, as determined in Box’s sole
discretion, either by applying to future billing cycle(s) or as a refund against annual fees earlier paid. For Customer
orders placed through a Box Reseller, Enhanced SLC Credits, if any, will be issued as provided in the applicable
agreement between Customer and the Box Reseller.
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Exhibit B
Box Security Exhibit
Section 1. Purpose. This Security Exhibit sets forth the information security program and operation policies that Box
will maintain in order to protect Customer’s Content from unauthorized use, access or disclosure, while Box is in
possession of Customer’s content.

Section 2. Information Security Management System. Box will maintain throughout the Term of the Agreement a
comprehensive information security management system (the “ISMS”) which includes administrative, technical and
physical safeguards designed to: (a) protect and secure Content from unauthorized access, use or disclosure; and (b)
protect against anticipated threats or hazards to the security or integrity of Customer’s Content. The ISMS will be
documented and kept current by Box based on changes to industry standard information security practices and legal
and regulatory requirements applicable to Box.

Section 3. Standards. Box’s ISMS will, at a minimum, adhere to applicable information security practices as identified in
International Organization for Standardization 27001 (ISO/IEC 27001) (or a substantially equivalent or replacement
standard) or other authoritative sources (e.g. SSAE 18, SOC1, SOC2).

Section 4. Independent Assessments. On an annual basis, Box has an independent, suitably qualified third-party
organization conduct an independent assessment consisting of a Report on Controls at a Service Organization Relevant
to Security, Availability, Processing, Integrity, Confidentiality and/or Privacy (SOC2 Type Il) or such other comparable
assessment at its sole discretion (e.g. ISO 27001, Certification) and Box will provide a copy of such assessment to
Customer upon Customer’s written request to Box. Box also undergoes at least an annual penetration test from
independent, suitably qualified third parties, and Box will provide Customer with an executive summary of the most
recent penetration test results upon Customer’s written request to Box.

Section 5. Information Security Policies. As part of the ISMS, Box will implement, maintain, and adhere to its internal
information security and privacy policies that address the roles and responsibilities of Box’s personnel, including both
technical and non-technical personnel, who have direct or indirect access to Content in connection with providing the
Box Service. Box’s information security policies provide for continual assessment and re-assessment of the risks to the
security of the Box Service, including: (a) identification of internal and external threats that could result in a Security
Breach (as defined below); (b) assessment of the likelihood and potential damage of such threats, taking into account
the sensitivity of Content; and (c) assessment of the sufficiency of the policies, procedures and information systems of
Box, and other arrangements in place, to control risks. Additionally, Box’s information security policies address
appropriate protection against such risks. Box’s information security policies shall, at a minimum, include:

5.1 organization of information security

5.2 asset management

5.3 human resources security

5.4 physical and environment security

5.5 communications and operations management
5.6 access control

5.7 information systems acquisition

5.8 development and maintenance

5.9 information security incident management
5.10 business continuity management

Section 6. Information Security Operations
6.1 Access Controls. In accordance with the ISMS, Box shall maintain appropriate access controls (physical, technical,
and administrative) , which shall include the following as applicable:

6.1 (A) Box Service Access controls.
6.1(A)(i) Physical Access Controls. Box will implement the following suitable measures in order to prevent
unauthorized persons from gaining access to the data processing equipment used to process Content.

(a) Access authorization for employees and third parties

(b) Keycards and passes

(c) Restrictions on keys

(d) Appropriate requirements for third parties

(e) Identifying of the persons having authorized access

(f) Protection and restriction of entrances and exits

(g) Establishing security areas especially for deliveries and handover
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(h) Securing the building (security alarm system, supervision by guards)

6.1(A)(ii) Technical Access controls. Box will implement the following suitable measures to prevent
unauthorized reading, copying alteration or removal of the data media, unauthorized input into memory and
reading/alteration/deletion of Content.

(a) Access authorization requirements

(b) Identification of workstation and/or the users accessing Box systems

(c) Automatic disablement of user IDs after multiple erroneous passwords entered

(d) Logging of events and activities (including monitoring of break-in attempts)

(e) Issuing and safeguarding of identification codes

(f) Dedicated workstations for users

(g) Authenticating authorized personnel

(h) Use of encryption where deemed appropriate by Box

(i) Separating production and non-production environments

(j) Automatic session log-off of users that have been inactive for a period in excess of thirty (30) minutes
(k) Designating areas in which data media may/must be located

(I) Designating persons in such areas for authorized handling and removal of data media
(m) Controlling the removal of data media

(n) Securing the areas in which data media is located

(o) Controlled and documented destruction of data media

6.1(A) (iii) Data Access controls. Box commits that its employees and contractors entitled to use Box’s data processing
systems will only access data within the scope and to the extent covered by the respective access permission
(authorization). This will be accomplished by:

(a) Securing workstations

(b) Requirements for user authorization driven by need basis

(c) Appropriate confidentiality obligations

(d) Differentiated access policies based on function and scope (e.g. partial blocking)
(e) Controlling destruction of data media

(f) Deleting remaining data before changing data media

(g) Policies controlling the production of backup copies

6.1(A) (iv) Transmission control. Box will implement the following suitable measures to secure Content processed
through the use of the Box Service.

(a) Authenticating authorized personal

(b) Securing confidential data media

(c) Documentation of transfer, retrieval and transmission

(d) Encrypting external online transmission

6.1(A)(v) Input control. Box will provide for the retrospective ability to review and determine the time and the point
Content is entered into the Box Service by utilizing electronic recording of data processing.

6.1(A)(vi) Organizational control. Box will implement the following suitable measures to maintain its internal
organization in a manner that meets the requirements of ISMS.

(a) Maintaining Internal data processing policies and procedures, guidelines, instructions, and/or process
descriptions for development, testing and release

(b) Implementing an emergency/backup contingency plan

(c) Implementing a formal Business Continuity and Disaster recovery plan.

6.1(A)(vii) Control of separation of Content. Box will implement suitable measures to allow the separate processing of
Content which have been collected for different purposes. This will be accomplished by the logical separation of
Customer Content from another customers’ content.

6.2 Encryption. Box will encrypt Content at rest within the Box Service. Box will use at a minimum AES algorithm for
encryption of Content at rest with a default value of 256-bit strength. For Contentin transit to and from the Box Service,
Box uses encryption unless Customer uses a method of transmission or feature which does not support encryption (such
as unencrypted FTP, email, etc.).
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6.3 Network and Host Security. Box has network intrusion detection and firewalls in place. In accordance with its ISMS,
Box uses commercially reasonable efforts to ensure that Box Service operating systems and applications that are
associated with Content are patched or secured to mitigate the impact of security vulnerabilities in accordance with
Box’s patch management processes.

6.4 Data Management. In accordance with its ISMS, Box has information security infrastructure controls in place for
Content obtained, transported, and retained by Box for the provision of the Box Service. Box will, in accordance with its
security policies and processes, destroy, delete, or otherwise make irrecoverable Content: (i) following the termination
or expiration of the Agreement; and (ii) upon the disposal or repurposing of storage media containing Content.

6.5 Audit Logging and Monitoring. Box shall implement the following controls for audit logging and monitoring:

6.5(A) Audit Logging. Audit logging shall be enabled on systems that contain Customer Content to capture at a
minimum the security-related events define below:

i
ii.
iii.
iv.

Account logon (both successful and unsuccessful) and logoff
Failed access attempts
Account lockouts
Elevation of privileges (both successful and unsuccessful), and every use of elevated privileges or actions taken
while privilege is elevated

v. Creation, modification and deletion (both successful and unsuccessful) of:

vi.
vii.

a) Accounts or logon identifiers
b) Group memberships
c) Access privileges/attributes for accounts and groups
d)User rights and permissions
Changes in account or logon identifier status (both successful and unsuccessful)
Modifications to, or unauthorized attempts to modify, the security configuration, security function or
authorization policy

6.5(B)Audit Logs. Audit logs shall capture, at a minimum, the information for each security-related event defined
below:

iii.
iv.

User, system or process identifier that triggered the event

Description of the event
Date and time the event occurred (the date and time must be periodically synchronized to ensure it is accurate)
Identifier of the system generating the event (e.g., IP address)

v. Authorization information associated with the event

6.5(c) Audit Log Retention. Audit logs shall be retained for not less than ninety (90) days. Audit logs shall be protected
from accidental or intentional modification or destruction.

6.6 Physical an Environmental Security. Box shall:

A.

B.

C.

H.

Implement physical access control mechanisms (e.g., electronic access control, locks) to ensure only authorized
individuals can obtain physical access to Box’s facilities.

Lock and/or have strong access controls in place to control access to all of its data centers, equipment rooms,
telecommunication closets and utilities.

Control unauthorized access to unattended areas (e.g., offices, conference rooms, etc.) within any Box facility that
contains Customer Content by using locks or equivalent means.

. Conduct at least annual inspections of the perimeter and all access control mechanisms to provide assurance that

its hardware cannot be easily manipulated or bypassed to gain unauthorized access.

. Establish protocols to protect against damage from fire, flood, earthquake, explosion, civil unrest and other forms

of natural or man-made disaster at Box facilities and data centers.

. Require its personnel or third-parties within Box’s facilities (e.g., employees, visitors, resident contractors) are able

to be immediately identified (e.g., using identification badges, visual recognition or other means).

. Monitor access/egress points by security staff and/or recorded with security cameras twenty-four (24) hours a day,

seven (7) days a week at a Box facility that contains Customer Content. Security camera recordings shall be stored
for no less than sixty (60) days.
Require unique registry for all visitors and maintain access control logs at Box data centers.

6.7 Equipment Security. Box shall:

A.

Protect its systems and other equipment to reduce the risk from environmental threats and hazards and
opportunities for unauthorized access.
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B. Protect equipment that is power-dependent from power failures, surges and other electrical anomalies.
C. Protect all power, telecommunication and network cabling from unauthorized access and damage.

D. Maintain its systems and other equipment to ensure its continued availability and integrity.

E. Implement exit procedures to control unauthorized removal of systems and other equipment.

6.8 Training. Box shall provide regular training (or require regular training to be provided) to its employees and
contractors on security and privacy requirements applicable to their roles. Such training shall occur at least
annually and upon initial employment.

6.9 User Controls. Notwithstanding the foregoing, Customer understands and agrees that it is responsible for
provisioning its Users in appropriate roles within the Box Service with the appropriate levels of access to Content.
The Box Service shall enable Customer to configure Customer’s Box Service instance.
Notwithstanding anything to the contrary in this Security Exhibit Customer understands and acknowledges that
Customer will be solely responsible for implementing and maintaining access and security controls on its own
devices and systems.

Section 7. Security Breach Management.

7.1 Notice. For the purposes of this Agreement, a “Security Breach” means the unauthorized use, access or
disclosure of Content. Box will promptly notify Customer of any confirmed Security Breach. Box will cooperate
with Customer’s reasonable requests for information regarding any such Security Breach, and Box will provide
regular updates on the Security Breach and the investigative action and corrective action taken. Notification will
be delivered to the Administrator(s) of Customer’s Box Service account (“Notification Email Address”). Customer
is solely responsible for ensuring that the Notification Email Address associated with Customer’s accounts is
current and valid.

7.2 Remediation. In the event Box knows or has reason to know of a Security Breach, Box will, at its own expense: (a)
investigate the actual or suspected Security Breach; (b) provide Customer with a remediation plan to address the
Security Breach and to mitigate the incident and reasonably prevent any further incidents, upon Customer’s
written request; (c) remediate the effects of the Security Breach in accordance with such remediation plan; and
(d) reasonably cooperate with Customer and any law enforcement or regulatory official investigating such
Security Breach.

Section 8. Business Continuity and Disaster Recovery. Box implements and maintains business continuity and disaster
recovery capabilities designed to minimize disruption of providing the Box Service to Customer in the event of a disaster
or similar event. Box shall review its business continuity and disaster recovery plans on at least an annual basis and
update such plans, as needed in accordance with generally accepted industry standards. Further, Box will perform (or
have a qualified third party perform) at least annual testing of its business continuity and disaster recovery capabilities
and provide to Customer, upon written request, a summary of Box’s business continuity and disaster recovery
capabilities, including related testing performed during the last year.

Section 9. Subcontractors. Box will make reasonable efforts to ensure that subcontractors meet Box’s security and
privacy standards, to the extent applicable to their scope of performance, including ensuring that all persons
authorized to perform services on behalf of Box have agreed to an appropriate obligation of confidentiality. Box, at its
sole discretion and in accordance with its vendor management program, will perform periodic vendor assessments for
security and privacy. Box will remain liable for all responsibilities and obligations of Box under the terms and conditions
of this Agreement, even if some of the responsibilities and obligations are performed by Box’s subcontractors.

Section 10. Background Checks.
Where legally permitted and in accordance with local law and custom, Box shall perform the following background
checks:

10.1 For US-based employees. On hire, Box's background checks include: SSN Trace, Criminal County Search
(7-Year Address History), Multi-State Instant Criminal Check, Nationwide Sex Offender Registry Check,
OFAC Check, OIG/GSA Combined Search. Box also uses E-Verify and confirms employment eligibility via
the Form -9 for all employees.

10.2 For Canada-based employees. On hire, Box’s background check consists of Canada Criminal Search
(CPIC).
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10.3

104

10.5

10.6

10.7

For UK-based employees. On hire, Box performs ID verification, criminal record checks in the UK, credit
and address check verification (6 years for address), and employment history and reference check
(maximum of 5 years of employment history or two prior employers).

For Japan-based employees. Box cannot agree to perform any types of background checks as
background checks are not permitted by law in Japan.

For EU-based employees (but not based in the UK). On hire, Box performs ID verification, international
criminal checks, credit and address check (up to 7 years for address), and employment history and
reference check (maximum of 5 years of employment history or two prior employers, where legally
permitted and in accordance with local law and custom.

For Australia-based employees. On hire, Box performs ID verification, international criminal checks,
credit and address check (up to 7 years for address), and employment history and reference check
(maximum of 5 years of employment history or two prior employers).

For Subprocessors. Box will require that material subcontractors perform background checks for their
personnel performing services for Box in accordance with applicable local laws and customs, to the
extent related directly to the Box Service.
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